AUDION | RU Dark

E:/Release/_audion_docs/Audion Sync Tools/Docs/CHANGELOG_RU.md

Audion Sync Tools — xypHan
N3MEeHEeHUMN

English - PykoBoactBO

CopeprxaHue

2.0.1 — 15 okta6ps 2026

2.0.0 — 9 okTa6pa 2026

1.19.2 — 26 ceHTab6ps 2026

1.19.1 — 26 ceHTab6ps 2026
1.19.0 — 26 ceHTab6ps 2026

1.18.1 — 24 ceHTab6ps 2026

1.18.0 — 24 ceHTaAb6ps 2026

1.17.0 — 20 ceHTa6ps 2026

1.16.0 — 20 ceHTa6ps 2026

1.15.3 — 15 ceHTa6ps 2026

1.15.2 — 15 ceHTa6ps 2026

1.15.1 — 15 ceHTa6ps 2026

1.11.18 — 13 ceHTab6pa 2026

1.11.17 — 12 ceHtabpa 2026

1.11.16 — 11 ceHTa6ps 2026

1.11.15 — 11 ceHTabpsa 2026

1.11.14 — 11 ceHtabpa 2026

1.11.13 — 11 ceHTa6ps 2026

1.11.12 — 11 ceHTa6ps 2026

1.11.11 — 11 ceHTabpa 2026

1.11.10 — 11 ceHtabpa 2026

1.11.9 — 11 ceHTa6ps 2026



file:///E:/Release/_audion_docs/Audion%20Sync%20Tools/Docs/CHANGELOG_EN.md
file:///E:/Release/_audion_docs/Audion%20Sync%20Tools/Docs/USER_GUIDE_RU.md

1.11.8 — 11 ceHTabps 2026

1.11.7 — 11 ceHTa6ps 2026

1.11.6 — 11 ceHTa6ps 2026

1.11.5 — 11 ceHTabps 2026

1.11.4 — 11 ceHTabps 2026

1.11.3 — 11 ceHTa6ps 2026

1.11.3 — 11 ceHTab6ps 2026

1.11.2 — 11 cenTabps 2026

1.11.1 — 11 ceHTa6ps 2026

1.11.0 — 11 ceHTa6ps 2026

1.10.8 — 11 ceHTabps 2026

1.10.7 — 11 ceHTabps 2026

1.10.6 — 11 ceHTa6ps 2026

1.10.5 — 11 ceHTab6ps 2026

1.10.4 — 11 ceHTabps 2026

1.10.3 — 10 ceHTa6ps 2026

1.10.2 — 10 ceHTab6ps 2026

1.10.1 — 10 ceHTab6ps 2026

1.10.0 — 10 ceHTab6ps 2026

1.9.0 — 10 ceHT6pa 2026

1.8.0 — 10 ceHTabps 2026

1.7.0 — 8 ceHTa6pAa 2026

1.6.1 — 7 ceHTab6ps 2026

1.6.0 — 7 ceHTab6ps 2026

1.5.1 — 7 ceHT6pa 2026

1.5.0 — 7 ceHTa6pa 2026

1.4.0 — 7 ceHTabps 2026

1.3.0 — 6 ceHTA6pAa 2026

1.2.0 — 5 ceHTa6pa 2026

1.1.0 — 5 ceHTa6ps 2026

1.0.0 — 5 ceHTa6ps 2026




2.0.1 — 15 okTabpa 2026

Maketbl wngpposanusa PowerShell. Microsoft.PowerShell.SDK 7.6.6 npuHocuT
System.Security.Cryptography.Pkcs 1 .Xml 10.0.10 ¢ n3sectHbimu yszsumocTtamu; PowerShell
nporpammebl ( App\AudionPs.exe ) Tenepb cobupaercs ¢ HUMu Bepcum 10.0.13. Cam PowerShell

ocCTaéTcsa 7.6.6, OKHO He MeHAeTCA.

2.0.0 — 9 okTabpa 2026

HoBoe okHo. OkHo nepenucaHo ¢ WPF B PowerShell Ha C# 1 Avalonia; npexHee yaaneHo LeJMKOM.
ABW>KoK TOT Xe: cueHapun | Engine\Scripts , Tunnel\ v Bpannepsb! Runs\ , 1 kHOMKa no-
npe>XHeMy 30BET TO e, YTO 30BETCA U3 KOHCoNW. Start.exe 3anyckaert

App\AudionSyncTools.exe ; Kato4 ——no-admin nponyckaeT BOMNPOC O NpaBax agMUHUCTPATOPa, —

Root "manka paHHbIX" | Ha3blBaeT Marky 3TOro 3anycka, He MeHAA yKasaTtesb MporpamMmbl.

CeBowu PowerShell 7. App\AudionPs.exe — PowerShell 7 BHyTpn nporpammel: Ha HEM nAayT
CueHapun OkHa, Bce Bpannepsbl 1 warn cbéopuymka. Ha PowerShell cuctembl octannce pabouni
npouecc REVERSE SSH TUN 1 noBTOpPHbIM 3anyck ¢ npaBaMu agMUHUCTPATOPa B YETbIPEX CLLEHAPUAX

yCTaHOBKMW.

HoBbIii 3HaK. «S» 13 ABYX BCTPEYHbIX CTPENOK Hap1COBaHa 3aHOBO, BEKTOPOM: MOPCKOW CUHWIA U
MeZb, Npo3payHblin PoH. MicxoaHukm - | Assets\SyncTools.svg u | Assets\SyncTools.png (1024),
3Ha4yoK | Assets\SyncTools.ico cobpaH 13 KapTUHKK cueHapunem  Engine\Launcher\Build-
IconFromImage.psl , wecTb pa3mepoB OT 16 go 256. Ero HecyT Start.exe |

App\AudionSyncTools.exe un App\AudionPs.exe .

OnucaHune nporpammsl - napou B Docs . | Docs\README_RU.md | 1 | Docs\README_EN.md , KaK y
OCTaNlbHbIX MPOrpaMMm: PYCCKNIA TEKCT MePEHECEH N3 KOPHS KaK OblA, aHIIMNCKUIA HannucaH psaoM.

README .md B KOpHe CTan ykasatesem Ha o6e MoNOBUHbI KaXA0W napsbl.

Mopapok BoccTaHOB/IEHUA - TOXKe napoi. Docs\RESTORE.md cTan | Docs\RESTORE_RU.md , pagom

nexxnt | Docs\RESTORE_EN.md . B 3anucsax HMXe npexxHee MMsA OCTaB/leHO Kak 6b1no.

Macrepa cTtanum cueHapmaMK. To, UTO paHblUe Aefan KO OKHa, BbiHeceHO B | Engine\Scripts u
paboTtaeT 13 KoHcoawu: | Set-Targets.psl (AAPECA), New-ClientKey.psl (SSH-KEYGEN), Set-
R2Credentials.psl  (R2 CREDS), Set-RouterSecret.psl (ROUTER PASS), Build-
Transport.psl (RCLONE.CONF), Manage-ClientKeys.psl (CIMMCOK, SSH-COPY-ID, OTO3BATb),
Get—Clouds.psl (cnucok obnakos), Switch-Tunnel.psl W Get-TunnelState.psl (TyHHenb Jo

poytepa BASE). OkHo cnpawmnsaet ¢opmoi, Tabanuen nam BbiI6opom; B OTAEbHON KOHCONM



OTKPbIBAETCA TONbKO TO, YTO caMO BeA€eT pa3roBop. Nogckaskm npo SECOND VPS HasbiBatoT pa3gen

SETUP :: KHOMKa | YCTAHOBUTb | ctout Tam, a He B TUNNEL.

3apaHue KOHYaeTca BMecTe co CBOUM npoueccom. KomaHaa, KoTopas 3anyctnia noMOLHMKa 1
ylina, Aep>kana 3ajaHue «BbIMOJHAETCA», MOKa XXMB MOMOLLHMK: OKHO XAano KOHLa eé BbiBoAa 6e3
npegena, a | CTOM He HaxoAwuA, YTO OCTaHaBAMBaTb. Tenepb NocaefHME CTPOKN XAYTCA TPU CEKYH/bI
nocae KOHLa NpoLiecca, 3agaHne nosyyaeT CBOV BEPAVKT, U ouepesb MAET Aanblue; MOMOLLHUK He
Tporaetcsa. LLar cbopwmka  build_app nposepseT, uto HoBas App\ BCTana Ha MecCTo, U eCAN HET —
BO3BpaLLlaeT NPEeXHIOH: paHbLUe 3aHATbIN Gain ocTaBaan nporpammy 6e3 | App\  Noj c10BOM

«CcobpaHo».

Yro npe>xHee OKHO Agenano camo, 6e3 kHonku. CBepka HOBOro okHa ¢ 1.19.2 no noBeaeHUto Hawwna
LIeCTb TakMX MecCT; BCe Ha MecTe. 3aKpbITe OKHa BO BpeMs nepejayn cnpawmnsaeT n Ha NMPEPBATb
CHMMaeT 3ajlaHue C ero npoueccamu n oyepedb: rclone | OKHO He nepexunsaer. [Nanka AaHHbIX
MEHSETCA OAHUM Larom: obnayvHas ceccus NpexKHer nankn COXpaHAeTcs B HEE N YXOAUT U3 OKHa
paHbLUe, YeM MEHAEeTCA narka, NaHenn OTKPbIBAtOTCA 3aHOBO; NOKa UAET onepaumsa, nanka He
MeHseTca. MapLpyTbl MalIVH YMTAKOTCA U3 OTKPbITOro rclone.conf v TOrAa, Korga noAKAtOYeHbl
obnaka n pabounin koHdur sawmndposaH. COPY, MIRROR v BISYNC mexgy aAByms obnakamu 0gHOro
BWAA MAYT Ha CTOPOHe obnaka —  —-server-side-across—configs . [lanka AaHHbIx 6e3 agpecos
noay4yaeT ux Kapkac 13 obpasua nporpaMmbl Npu CcTapTe, Npu Bblbope 1 nepes Mmactepom | ALPECA
370 genaeT | Initialize-DataFolder.psl , oH e nepeHocuT 3anmce SECOND VPS n3

~\.ssh\config v paboune paiibl, ocTaBLIMeECs B Nanke nporpammbl ot Bepcuii go 1.15.0.

AeiicTBue NAET c Tem, ¢ uem Hauaro. [loka gencreune cumtaet uam cnpawmsaetr — COPY cuuntaer,
ckonbKko noeger, F8 xaET oTBeTa, MacTep nokasbiBaeT GOpMy, — Manka JaHHbIX HE MEHAETCA: OKHO
OoTBeYaeT «MAET onepaLma: nanky AaHHbIX MEHALOT NOC/AE Heé», Kak 1 BO Bpems nepegaun. COPY,
COCYUTaHHbIV B OAHOW Marnke AaHHbIX U NOATBEPXKAEHHbIN NOCAE CMEHbl Ha APYryto, YLWén 6bl C
nyTAMM NepBon n koHGurom BTopon. Onepauns yxoamT No agpecy, KOTOPbIA Ha3Baa €€ BONPOC, JaXKe
€C/u NaHe b 3a 3TO BPeMsA nepeLuaa B Apyroe Mecto — 13 OKHa Noucka Uav nocae noAkJAoYeHNs
OPENVPN: F5, F6, F2, F7, F8 u F3 6epyT mecTo naHenun o Bonpoca. [poba cetn, CoOCToAHNE 1 CBOAKA,

CnpoLwleHHbIe Yy npe>KHe|7| narnkun AaHHbIX, B HOBYHO HE J10>KaTCA.

MpoBepka cBeXxnm B3rnazom, 8 okTabpsa. [porpaMMy Npoyuan 3aHOBO He MO TOMY, C UEM OKHO
30BET rclone , a no Tomy, uto  rclone nocse 3TOro Aesfaet ¢ Gpariaamu; CNOPHOE BOCNPON3BEAEHO
€ro e cbopKoW Ha BPEMEHHbIX Nankax, Ha cBoém sftp n Ha mawwnHax — BASE n WORK. Homep ToT
xe: 13 nanku npoekta 2.0.0 ewé He yxoamna. [ecAatb ab3aueB HMXKE — UTO HaWAEHO M UCNPaBAEHO; 3a

HUMMW — YTO HaLUEn ayauT 3TUX NpaBOK.



F2 He nepemeHOBbIBaeT Ha 3aHATOe UMA. rclone  gesnan 3T0 Moa4a: Gpan, exaBLUNN NO4 HOBbIM
UMeHeM, yaanancs, nanku cameanmcb. OKHO criepsa YMTaeT nanky, KyAa uaet uMms, n Ha 3aHatoe
OTKa3blBaeT; He NpoYnTanach rnarnka — oTKasblBaeT ToXe. Kaxjoe neperMeHoBaHne UAET ¢ ——
ignore-existing : darin, Ub€ MMA 3aHAAM yXKe Nocae BOMPOCa, OCTAETCA Ha MeCTe PALOM C
3aHABLUMM, M 3aJlaHne KOHYaeTCca OLWMOKOW, a He CNOBOM «roToBO». C Mankon MHaye — CM. ayauT

HW>Xe.

CmeHa ogHoro perucrpa B umeHu 6onblue He ctout Ppanna. Ha mawmHe ¢ Windows no ssh
rclone HaxoAuA CTapoe MMSA NOZA HOBbIM, MPUHUMaN NCTOUYHMK 3@ NINLLIHIOK KOMUIO U YAANAN €ro:
name.txt — NAME.txt — danna Het, dir — DIR — nanka nycTa, a 3afiaHne KOH4Yanocb

«roTOBO». Ha Ancke 3TOM MaLUMHbI NankKy ¢ TaKMM UMEHEM OH He NeperMeHOoBbIBaA BOBCe. Tenepb u

TaM 1 TaM PerucTp MeHsEeTCsa B /Ba Lara Yyepe3 BpeMeHHoe uMms; B R2 bucket n B obnakax — ogHuM,

Kak paHbLue. CTOM meXay Lwaramu BTOPOW LUar He HauMHAET, 1 XXYpHaa Ha3blBaeT, UTO OCTaNoCh

HecaeNnaHHbIM.

F8 Ha ancke 3To mawmHbl knaaét B Kop3anHy Windows. JlokanbHbIV UCK YNCTUACA TaK XKe, Kak
cepBep, — HACOBCEM, a BOMPOC roBOPWA NPO «yJas€HHble NCTOUYHUKN». Yero Kop3nHa He npumer,
OCTaéTcA Ha MecTe, ¥ 3agaHune o6 atom rosopuTt. SHIFT+DEL n SHIFT+F8 yaanator mumo Kop3auHb;
BOMpPOC 1 ero benax 3to Ha3biBatoT. Ha MawwimHe no ssh, Ha cepBepe 1 B R2 bucket Kop3unHbl HeT: Tam

BCE Kak 6b1710, ¥ BOMPOC NPEXHWN.

Manka BHYTpW nanku oTkaoHsAeTca ao Bonpoca. 5, F6, COPY, MIRROR n BISYNC oTka3biBator,
Korga nNpuEmMHUK NeXnT BHYTPU NCTOYHMKA, @ 3epKaio — 1 KOTZa NCTOYHUK NIEXUT BHYTPU
npuémHuka. Cam rclone OTKJIOHAET TONLKO MPOCTON Cayyan. Yepes junction un Tam, rae ogHO MecTo
Ha3BaHO ABaXAbl — AMCK 3TOM MalUWHbI U OHa Xe No ssh, kak oTkpbiBatoTca naHean TUNNEL n
REMOTE Ha BASE, — 3epkano ctupano cocegHue nanku 1 cam MCTouHmK. Konuoo nanku B eé xe
nognanky oH He OTK/NIOHAET BOBCE N He OCTaHaB/IMBAETCS: BOCEMb TbICAY YPOBHEWN BIIOXXEHHOCTH 3a

NATb MUHYT. F5 1 F6 B Ty XXe nanky, rae ctoaT, TO>XKe OTKNOHATCA.

Mapa BISYNC ocTaérca ToM >xe napov Npyn cMeHe MapLupyTa. rclone XpaHUT COCTOSHWE Napbl
noZ MMeHaMu eé CTOPOH, a UMA MaLUNHbI MEHANIOCb BMecTe ¢ MapLlpyToM. [apa, 3aBeféHHan 40Ma,
n3ganeka okasbiBasacb HOBOW: OKHO CMpaLLMBaNO MPO Heé 3aHOBO U LWJIO C ——resync — fpaBka
NpuémMHuKa 3atmpanacn, yaanéHHoe B UCTOUYHMKe BO3BpaLlanock. Tenepb y BISYNC mawnHa 30Bétca

O4AHUM MMEHEM NpKn Nobom MapuwpyTe, a CaM MapLlpyT yXoauT rclone nepemMeHHbIMKM npouecca.

YEPE3 MAIN VPS cnpawmBaet n cuuraer. [leperoH mexay obnakamu ctaptoBan C OAHOrO HaXkaTtus,
a OCTaHOBUTb €ro 13 OkHa Hesb3s: paboTta nAET Ha MAIN VPS cama. Tenepb OKHO CUMUTAET, CKOJIbKO
noejeT, 1 crpaLuMBaeT; BONpoc roBoput, uto | CTOMN po Heé He aoTtaHetca. MNeperoH Ha MAIN VPS

NAET OANH: XXypHan un dhann C HOMEPOM NpoLecca TamMm OAHM Ha BCEX, U BTOPOW, HayaTbll A0 KOHLA



nepBsoro, 3aTupan oba. —-Watch rosoput «M/IET», ToabKO KOFAa 3aNnCaHHbIN HOMEP XMUB 1 3TO

rclone .

Esc B nosne BBoAa HUUero He octaHaB/MBaeT. Esc B cTpoke 6bicTporo duabTpa nan B nose Macok
CHUMan NayLyto nepegady BMecte ¢ ouepesbto. B none BBoga Esc Tenepb npvHaanexmT nonto; u3

naHenen oH no-npexHemy  CTOM .

CueHapuii KOHYaeTcsa cBOUM KoaoM. [1oa okHom u B ware RESTORE kogom cueHapus CTaHOBUACS
KOZ nocneAHer nporpamMmmMbl, KOTOPYHO OH 3anyckan caM. CueHapuii, pa3obpaBLumiicsa ¢ 0Tka3oM ssh
nnn robocopy n KoHuUMBLUMICA 6e3 cBoero exit , B okHe 6bin «koa 3», a RESTORE Ha Takom Liare
npoBaAnBanca Lennmkom. Tenepb KOA TOT Xe, YTO Y Bpannepa: Yncio cobctBeHHoro  exit , a 6e3 Hero
— HoJb. 3aoaHO0 | Update-Tools.psl cyanT 06 yCTaHOBLUMKE apx1MBaTOpa U PeAakToOpoB Mo ycrnexy

BbI3OBa, a HE MO KOAy, OCTaBLUeEMYCA OT Yero yroaHo 40 Hero.

CkauaHHoOe npoBepsAeTca A0 3anycka. [1poBepkon ckayaHHOro MHCTPYMeHTa bl ero 3anyck — npu
TOM, YTO MporpaMmma paboTaeT ¢ NpaBaMu agMUHUCTPaTopa. Tenepb A0 NEPBOro 3amnycka cBepseTcs,
Ybé OHO: Y KnneHTa TyHHens — noanuce Cloudflare, y Windows Terminal n Microsoft Edit — noanwucb
Microsoft; y rclone , micro n PeaZip, KOTOpbIX N34aTenn He NoAnucbiBaroT, — cymma SHA-256 n3
davina, KoTopbIV U3gaTenb KNAZET PAAOM C BbINMyCKOM. [10ANMCh AN CYyMMa He COLINNCh — He
CTaBUTCSA, MPEXHAA KONUSA OCTaétcs. Pann CyMM He CKayanca Uam Hy>KHOW CTPOKW B HEM HeT — 06
3TOM CKa3aHO B XYypHaJse, 1 yCTaHOBKa MAET Aasblue: cyMma HepexéT oT apxmBa, MOBPEXAEHHOTO B
nyTu. Bepcum npu 3tom no-npexuHemy ceexue: 4to nokasbisaet SETTINGS v uto crasut  OBHOBUTD |,

Heé U3MEHWIOCh.

KOMWUPOBATDb y >xypHana 6epé€T 1o, uto B naHenwn. PAaoM ¢ naHenbto Benacb BTopas Konus
>KypHana, KOTOPY HUKTO He obpe3an: OHa pocaa BCE BPeMS, NOKa OKHO OTKPbITO. B bydep nayt

CTPOKM NaHeNn — nocneAHue TpU TbiCAYM; BCE C Hauana AHA nNexuT B dparne  logs .

AyauT 3TUX npaBoK, 8 okTaAbpa. [paBkK NpoBepPUA APYroi YaT — MO UTOTOBOMY KOAY M OMbITaMu C
HacToswmM  rclone . BoceMb HaxoZ0K M OAHO Hab/toAeHME 3a NpeAesaMn NpaBok; NsaTb ab3aues

HWXe — 4YTO UCNpaBAEHO, HOMEpP TOT >XKe.

JTa )Xe MallMHa AaJIbHMM MapLUPYyTOM — TO XKe oAHO MecTo. CBOIO MaLLWHY NOA APYrMM VMEHEM
OKHO y3HaBaJio Mo afpecy W TObKO Ha NpsAAMoM MapuipyTe. Ho kHonka paga ROUTE ctaBuT ganbHui
MapLUpyT 1 TON MalLMHe, Ha KOTOPOW 3anyLleHa NporpamMma, a HoyTbyk BHe AoMa NPUXOANT Kk cebe
yepe3 cBor REVERSE SSH TUN — u 3epkano nanku B €€ poAnTens CHoBa CTUpano coceaen. Tenepb
MaLUMHY Ha TOM KOHLIe CMPaLUMBAtOT, He 3Ta JIM OHA: OKHO YmMTaeT Yepes Heé cobCTBEHHbIN danin-
MeTKY, 1 TONbKO KOrja Nyt Ha 0bomx KOHL,ax COBMajatoT ANCK B AUCK. MallvHa He oTBeTMAa —

onepayna He Ha4MHaeTCcA.



F2 nepenpoBepsaeT nMmA nepea 3anyckom, a nanky — nocae. Vimsa, ceobogHoe npu Haxatum F2,
MOTFAN 3aHATb, MOKa 3ajaHne XAano B OUYepesn 3a AONTOM nepesadeit. MNManka umMTaeTcs ewe pas nepeg,
CaMbIM 3aMyCcKOM, 1 Ha 3aHATOe UMS 3aZaHNe He HaunHaeTcA. Y nanku, B oTanuune ot dainna,
npeaoxpaHuTens Ha OCTaBLUMACA MUT HeT: rclone NepeHOCUT B 3aHABLUYHO MMS Narnky TO, Yero B HeW
He 6b1710, OAHOVMEHHOE OCTaBASAET U KOHYAET «rOTOBO». [locne neperMmeHOBaHUA Nankn OKHO
CMOTPWT, He OCTanacb M OHa Ha MecTe, N ToBOPUT 06 3TOM owwmnbkow. MNanky F2 XaET cToNbKO e,
CKOJIbKO MaHeNb, — MWUHYTY, @ He MOAMUHYTbI. Koraa BTOPOW Lar CMeHbl PErMCTpa He BbINMOJIHEH UK

OCTaHOBJIEH, >XXYPHaJl Ha3blIBa€T BPEMEHHOE UMA, NOA KOTOPbIM OCTanca 0b6beKT.

MaHenb He AEPXXUT CTPOKM NpeXKHen nanku. [I1cK 3To MaLlLWHbI 4O NPUXOAa CNMCcKa HOBOW Narnku
nokasbiBan CTPOKM npexHen, n F2, F8 n F5 B 3ToT Mur 6pasv ums ns ctaporo cnmcka 1 nyTb HOBOW
nanku. Ctpokun ybrupatrotcs cpasy, kak y MalmHbl No ssh. BAoXeHHOCTb Nanok OKHO cnpalunBaeT y

AVCKa He Ha CBOEM MOTOKE: CETEBOM ANCK, MepecTaBLUMii OTBeYaTb, ero bonblue He NoABeLINBAET.

MpeaynpexaeHue rclone ckpbiTo B 04HOM 3aAaHuK, a He BO BCEM XXypHane. CTpoka npo ssh
noBepx agpeca oxugaema tonbko y BISYNC nsganeka, rae okHO camo Tak genaet; B 1toboM gpyrom

3aZ,aHMM OHa roBopuT 06 owmnbke B pabouem rclone.conf u cCHOBa BUAHA.

CueHapuii CMOTPUT Ha OTKa3 NporpaMmbi, OT KOTOPOW 3aBUCUT ero Aaoknaa. Pa3 kog cueHapwma
Tenepb ero cobCcTBeHHbIN, OTKa3  icacls wan git B OkHe 6osblie He BCnbiBaeT caM. CueHapun
NpoBepsET ero TaMm, rae nHaye 2oaoxun 6ol 06 ycnexe: npaea Ha katody B EXPORT KEYS (oTka3 —
owwmbka cueHapwa), B SSH-KEYGEN u npu yctaHoske OpenSSH, npaska | core.sshCommand B IMPORT
KEYS, yaaneHune 3anucn obnaka. Cymma PeaZip nuietcs no UMeHW, KoTopoe Gaiay fan nsgatenb, n

TOrAa, KOrAa apxvB NMPULEN 3anacHOW AOPOrow.

MepBbIi 3anyck. Boinyck npuxoant 6e3 nHctpymeHtoB. OKHO NepBOro 3arnycka crnpawmnsBaeT nanky
JaHHbIX 1 ckaumBaeT HegocTaroulee, okosio 100 MB: | rclone , | cloudflared , Windows Terminal,
PeaZip, pegaktopbl Microsoft Edit 1 micro. OHO BO3BpaLLaeTcs Npu KaXkaoM CTapTe, MOKa UHCTPYMEHTa

He XBaTaerT.

Macku. KHonka co BBéB,ﬂ,OHKOVI MeXAay naHenaMm OTMeYaeT CTPOKN AKTUBHOM MaHeNn: CBOM Macku
yepes 3anAdaTyho, COXpaHéHHbIe Ha60pb|, BpeMA USMEHEHUA N TPYMMNbl paCLumpeanZ C BKJIKYEHNEM U

NCKNKOYEHNEM.

Mowuck. Ctrl+F, Alt+F7 nan nyna mexay naHensiMu: oT nanku akTMBHOW NnaHenu Braybb, Ha AMCKe, Ha
MawmHe no ssh, B R2 bucket n B obnake. Vet no yactm nMeHu, pacluMpeHmnto, Macke, peryiapHomMy
BbIPaXKeHMIO, rpynnamM v BpemeHu. HaliaeHHoe oTKpbIBaeTCA B MaHeNN NAOCKUM CMIUCKOM Anbo

nepexogom K dawnny.



KnaBuwmn. lo6asnenbl Tab, Alt+< un Alt+— (uctopua naHenm), Alt+F1 n Alt+F2 (cnncok nCToOuHMKOB),
F (6bicTpbii dunbTp), Ctri+A n | *  (oTmeTkm), Shift+Mpoben (TouHblin pazmep), Ctrl+R, Ctrl+U,
Ctrl+Enter (tepmuHan Tam, rae ctomt naHenb), Ctrl+Shift+N un Ctrl+Shift+P (umeHa 1 agpeca B 6ydep),
SHIFT+DEL v SHIFT+F8 (yaanute Mumo Kop3uHbl). ESC ocTaHaBiMBaeT nayLlyto onepaumo — n3

naHene17|; B Nnose BBOJ4a OH MPUHaANEXUT NOJHO.

F3, F4 v apxuBbl. F3 knagét B 6ydep nyb6anyHble CCbIKM Ha oTMedeHHoe B R2 bucket co ceoum
canToMm. F4 otkpbiBaeT dpain B pegaktope, Shift+F4 co3paét HOBbIV; peAakTop BblOMpaeTcs B
SETTINGS. Alt+F5 n Alt+F9 ynakoBbiBatOT 1 pacnakoBbIBatOT apxmBbl Yepe3 PeaZip: ZIP, 7Z, SFX, TAR,
TAR.GZ, TAR.ZSTD, TAR.LZ4, c naponem 1 npoBepkon apxmBa. PegakTtop 1 apxvsbl paboTatoT Ha AnckKax

3TOV MalUWHBbI.

MHaukaTopbl 6e3 KpacHoro. Y KHoMok 063aBefeHna TpU 3HaUYeHUsA: CEPbIN — 3TOrO0 HET, OPaHXXEBbIN
— eCTb, HO Je/I0OM He MOATBEPXKAEHO, 3eNEHbIA — MOATBEPXKAEHO UTeHneM naHenn. CocTosHmne
oTpatoT  Get—SetupState.psl n Get-BeaconState.psl oaHow ctpokoi JSON; untaetcs oHO npwm
cTapTe, NOC/ae o4Yepeam 3ajaHnin, Nocae Mactepa 1 nNo KHornke  COCTOAHUE . B >XXypHane KpacHbIM
OCTaéTCA TONbKO TO, YTO CIOMaNOCh. Kakow KNtoY 34eLWHWI, MHANKATOPbI Y3HAKOT MO nanke AaHHbIX 1
npoduto, a He NO MMEHU, KOTOPOE MOMHUT OKHO: CBEXas KOMMA NporpaMmbl MOKa3biBaeT KAKOY Ha

MecTe Cpa3y, KaK TOJIbKO yKa3aHa rarnka AaHHbIX.

Owwnbka B o6paboTumke okHO He 3aKpbiBaeT. OHa Leankom noxmtca B | logs\gui-crash-
<Bpems>.log , B XXypHa/ie OCTaéTcs OZHa CTPOKa C MMeHeM ¢alina, okHo paboTaet ganble. [BajuaTb
OLWMBOK 338 MMHYTY — MPOrpamMmMa 3akpbiBaeTcs, nocneaHuni ¢an roeoput novemy. Owmbkm GoHOBbLIX

3afla4y, KOTOPbIX HUKTO He xgan, nuuwytca B Logs\gui-background-<paTta>.log .

CBojKa COCTOAHUA — OTAeNIbHbIM cuieHapuem.  COCTOAHUE | n ctapT okHa NULYT B XXYPHaN CBOAKY
M OTYET O TyHHenNAX, Kak npexae; GakTbl Tenepb OTAaET | Get-StateSummary.psl . lponasLimy

KNNEHT TYHHEeIA BUAEH Ny ONYLLEHHOIO TYHHEIA: PpaHbLLE NPOBepKa LWaa TOJIbKO Yy NOAHATOrO.

Ha6opbl macok 1 napbl BISYNC — B nanke paaHHbIx. Habopbl sexat B | config\mask-sets. json ,
napel — B | config\bisync\pairs. json , a coctofHve rclone ANS KaXAOW Napbl — pPAAOM, B
config\bisync\state . PaHblue cnncok nap >un B HaCTPOMKax OKHa, a COCTOfHWe — B ._runtime
NPOrpamMmbl: YNCTKaA YHOCKAA COCTOSIHME W OCTaBaANa CIUCOK, rclone oTKasbiBaa € «must run --
resync», u CNpocuTb 3aHOBO OKHO He ymeso. Tenepb napa CYMTaeTca 3HaKOMOW, NMoKa eé COCToAHME Ha
mecte. [Napbl U3 NPEXHNX HaCTPOEK He MEPEHOCATCA: MEPBbIN 3aMyCK KaXOoW CMPOCUT 3aHOBO, U

>ypHas 06 3TOM roBopwT.

SETTINGS. HoBbivi pa3gen Ha MecTe nNaHenewn: nanka AaHHbIX, MTHCTPYMEHTbI U UX BEPCUN

( MPOBEPUTb BEPCUW Ttonbko cripawmsaet, OBHOBUTb  BeaéT BCe wecTb), pegaktop F4, pasmep u



BbI6Op wpundToB, Nnpo3payHoctb Windows 11, pa3mepsbl B 6anTax, HUXXHUM pag 6e3 noanucein. Tem
yetbipe: Audion Vault Dark, Audion Dark, Audion Code Dark, Audion Light.

Monoca mexxay naHenamu. Tyga nepeexann KHOMKa NUTaHWA TyHHensa fo poytepa BASE, mapipyThbl
no MalMHaM W 3aKpeneHne pasgena; pagoM — Macky, MOUCK, CMEHa MaHesen MecTtamu, UMeHa 1

MOJIHblE agpeca OTMeYeHHOro B bydep.

LiBeta cTpok. YuTatotca n3  config\colors\themes.json n config\mask-groups.json : rpynnsbi
Macok, NMoucka u LBeToB — oAnH cnncok. Cxembl Total Commander  config\colors\*.ini un

cueHapwui | Update-AudionColors.psl v3 nporpammbl yopaHbil.

Golden copy o6nakoB 6epérca U3 Toi Nanku AaHHbIX, C KOTOpoi paboTaeT okHo. [1ocne nNpaBku
obnaka Manage-Clouds.psl Bbirpy>an Ha MAIN VPS KoHOUr 13 nanku no ykasaTento, Aaxe Koraa

eMy Ha3Banu Apyryto: —Root A0 BbIFPy3KWN HE AOXOAMNI.

MpoBepkn. Vx 29, Bce nayt nog BctpoeHHbIM PowerShell uepes Tests\Run-Tests.psl ; ums, nog
KOTOpOe He NMOAOLLA HX OfHa NPOBeEpPKa, Tenepb OWNbOKa, a UTOr Ha3blBAeT YNCIO NPOLLIEALLNX.
Hosble: Test-NewWindow.psl , Test-ClientKeys.psl , Test-StateSummary.psl , Test-
DataFolder.psl , | Test-ScriptExit.psl |, Test-ToolTrust.psl . Test-Cli.psl u Test-
Prompts.psl uuTatoT HOBOE OKHO. | Test—Window.psl , | Test-Handlers.psl u | Test-
TransportRoutes.psl  YLWaM BMECTE C MPEXHUM OKHOM: I0TMKa, KOTOPYHO OHW MPOBEPAAN, TEMEPDL
Ha C#. E€ noBegeHue nposepseT cteHs Tests\Stand\Run-Stand.psl : cobpaHHOe OkHO 6e3 3kpaHa
n 6e3 mbiww, ¢ 3arnywkamu BMecto PowerShell n | rclone , BoceMHaguate Npob — BONpPOC OCcTaérca
6e3 oTBeTa, Nanka AaHHbIX MEHAETCA AW NaHEeNb YXOANUT B APYroe MecTo, 1 TONbKO MOTOM BOMPOC

nosydaet otBeT. CTeHay HyxeH dotnet SDK, nAET OH OKO/IO ABYX MUHYT M B OBLLMIA NPOrOH HE BXOAMT.

AByxok. OyHKLMW, Ha KOTOPBIX CTOAT cLueHapuu, XuByT B | Engine\BackupEngine.psml — 6e3
okHa. MaTb GyHKLUMA 6e3 BbI3OBOB yAaneHbl. Homep Bepcun y okHa oAvH,  config\version.json :

NpoeKkT COOPKM YNTAET ero oTTyAa, CBOEro B HEM HeT.
AokymeHTbl. README.md » 06a pykoBOACTBa nepenucaHbl Noj HOBOE OKHO.

B)KI/IByI-O HE NPOBEPEHDI: Pa3roBop C HaCToAWNMM pPOyTEPOM, YCTaHOBKA WireGuard, I'IOA'béM 1M nntaHme

CBOEro TyHHens, Bxog B obnako yepes 6paysep, SSH-COPY-ID n OTO3BATb Ha HacTOALLMX MaLUNHAX.

OKaHTOBKW KOHTPOJ/IOB TULLE, LiBETHbIe KHOMKWU HU)KHero paaa 6e3 3annskun, 10 oktabpa. Pamku
KHOMOK, NnepeksitoyaTenen, 4ekboKCoB 1 nonen — B MNOKOe, NoJ yKasaTenem n 'y BKAHOYEHHbIX —
coxpaHaAT 40% cuabl: MHOTO pamok pagoM pabuav. Pamku naHenen, KapToyek, naallek u
pasgenvtenu npexHue. Y F5, F8, F11 n F12 HuxHero paja cHATa LBeTHaa 3aiMBKa: KHOMKa CTOUT Ha

doHe 0BbIYHOWM KHOMKK, O HEV TOBOPUT LIBET OKAaHTOBKW. HOoMep TOT Xe.



1.19.2 — 26 ceHTa6psa 2026

PasrapaHa kpacHas konoHka SFTP B RESTORE MIRROR. Mepsebivi ke MIRROR Ha BASE ¢ 1.19.1
Ha3san npuymHy:  Invalid value when setting --s3-no-check-bucket from environment
variable RCLONE_S3_NO_CHECK_BUCKET="" . [locne kaxaoro Bbi3oBa rclone nporpamma
BO3BpalLlaia NepeMeHHble OKPY>KeHWs Kak bblin, 1 OTCYTCTBOBaBLUME «BO3BpaLLana» nepegaden
$null B SetEnvironmentVariable . PowerShell npespaiyaet Takori  $null B nycTyto CTPOKY, a
PowerShell 7, Ha KOTOPOM XMBET OKHO, NMYCTYO CTPOKY He yAaNAET, a XPaHWUT NyCTON NepemMeHHOWN.
MNMo3sToMy nocne nepBoro rclone B OKHe BCAKMI MPOLLECC, 3anyLeHHbln n3 Hero, — RESTORE, BHeLwHWe
OKHa, — noay4an | RCLONE_S3_NO_CHECK_BUCKET="" 1 | AWS_SHARED_CREDENTIALS_FILE="" , n ero
rclone nagan Ha ctapte. OTAe/bHbIN 3aMycK TeX XXe NPOBEPOK 3TUX NMEPEMEHHbIX HE NOoayYan U
npoxoan. Tenepb yaaneHve naét yepes [NullString]::Value Bo Bcex 17 mecTax: BO3BpaT nocae
rclone, naposb o6n1akos  RCLONE_CONFIG_PASS B okHe 1 B  Manage-Clouds.psl , nepemMeHHble
ob61auHbIx 3anucen. Tem xxe 06bACHAETCA AaBHUM ClyYal, KOrAa NaHeb najana «Ha nycromMm Tune»
obnaka. HoBbin TecT Tests\Test-EnvRestore.psl npoBepseT n KOA, N XXMBOW BbI3OB MOZ

PowerShell 7.

1.19.1 — 26 ceHTA6pAa 2026

MpoBepka popor Ha3biBaeT NpuuunHy. Tabanua SSH/SFTP B koHue RESTORE 6onblue He nuweT
ronoe «FAILED / TIMEOUT»: nog Hewn ctpokn «Why:» — Ans Kaxaoro oTkasa nocaejHsAa cTpoka
owmnbku ssh nnm rclone, koa Bbixoga nam «Het oTBeTa 3a N ¢». bbICTpo ynaBLias npoBepka
NOBTOPSAETCA OAHA, MPexJe YeM Aopory Ha3BaTb MEPTBOW; MpoLLIa CO BTOporo pa3a — gopora OK, a
nepsas NpuUYmMHa octaétca B ctpoke. [NoBogom crana konoHka SFTP B MIRROR Ha LAPTOP 26.09.2026:
BCE MPOBEPKM Najganu pa3oM, JOPOru Mpu 3TOM BblIM XUBbI, @ NPUYNHY Tabanua BbibpackiBana.
Invoke-AbkHostScanBatch nonyuun pexum  —Detailed (BbiBOA, ownbky, Kog, TanmayT); SSH-

KEYSCAN 30BE&T ero no-npexHemy.

OkHo He BUcUT Ha cloudflared. Mpoba ceTtn cuntaet gopory yepes cloudflared xwuBoin, Tonbko ecan
oTKpbIT NopT 443 | ssh.audion.dev 1 ectb Bxoa B Cloudflare Access ( cloudflared access token ,
B GOHOBOM NOTOKe Npobbl, Npegen 5 c). HeT Bxoga — Aopora MOAYNUT, OKHO BepéT cneaytoLLyto, a B
XYPHan yxoamuT ofHa CcTpoka: kak Bontu. PaHblue cloudflared oTkpbiBan 6pay3ep u >xxaan Bxoaa 6e3

npeaena BpeMeHN, ssh >KAan ero, U OKHO BCTaBaJio MOJ14a.

C6opka He oTKpbiBaeT TepMuHan. YcraHoka Windows Terminal npoBepsna cebs 3anyckom wt.exe
6€e3 apryMeHTOB, a 3TO M eCTb «OTKPbITb OKHO»: MPW KaXka0n cbopke 1 KaxaoM 0OHOBAEHNN
WMHCTPYMEHTOB Ha 3KpaHe BcnabiBan nycrou PowerShell. Tenepb TepMunHan nposepsetca no danay un

€ro BepCcunmn, He 3anyckaachb.



1.19.0 — 26 ceHTa6psa 2026

RESTORE — «Hauucrto us DATA (MIRROR)». MpexxHuii RESTORE To1bKO A0AMBaN: OANHAKOBbIE
KJIFOUM OCTaBaNuCh, CcyLlecTByrowmin |~/ .ssh/config coxpaHancs, yyxue CTpoku
administrators_authorized_keys >wan ganbwe. 25.09.2026 BASE nocne takoro RESTORE
ocTanacb Ha ctTapom npodune ns 8 xoctor BMecTo 20, 1 NoaoBMHa JOpor rclone He oTkpbiBanack.
MIRROR genaet C: poBHO Takmm, KakmuMm ero onuceiBaet DATA: | ~/.ssh cobupaeTtcs 3aHOBO LLeNKOM,
B danne knroven agMnHNCTpaTopoB octaétcsa poBHO CLIENTS, xoct-kntoum SSHD 6epytca m3
Tunnel\SSHD aaxe nNoBepx APYrux >XnBbIX, yonpatotca ctapbivi | rclone.conf BHe DATA, apabiku
REVERSE SSH TUN u 3agauva Audion Backup Sync . Huuyero He yaansetca mosnda: BCé ybpaHHoe
noxuntca B | DATA\ . _runtime\mirror—<epems>  C 3aKPbITbIMW NMPaBaMu, TaM e XKypHa
restore.log . Ecnv umnopt copsanca, npexHun ~/.ssh Bo3BpalLaeTca. YenoBeueckme wwaru xayTt
6e3 TanmayToB: oTkN0oHEHHbIM UAC cnpalumBaetcs cHoBa, BxoZ B Cloudflare Access npoBepsieTcs
NOBTOPAETCA, NapO/ib POyTepa COXpaHAETCA TONbKO nocae HactosLero sxoga. OanH an naponb y Bcex
poyTepoB — BbIOOpP BajeNbLia: OH CNpaluMBaeTca oamH pa3 1 nexut B DATA ( targets. json ,
_routers.sharedPassword ). be3 Hero naponb ogHOro poyTtepa Ha Apyrom He npobyetcs; ROUTER

PASS B OkHe cneayeT TOMy e Bblbopy.

MpoBepka SFTP B RESTORE He nepenucbiBaeT rclone.conf . Pa3oBbii remote  :sftp:
onpegenan 060s04Ky TO CTOPOHbI U COXPaHAN KOHPUT; ceMb MPOBEPOK NapannensHo Ha Windows
mMewanu apyr apyry, n 26.09.2026 Bce SFTP-cTpoku Tabanupl ynaam npm >XmBbix goporax. Tenepb Tvn

000104KM 33saH SIBHO.

SSH-KEYSCAN co6bupaer Bcé, 6e3 uero uncrbii npopunb He Bxogut. MAIN VPS nuwetcs ewwé un
nog  audion-vps — 3TUM MMeHeM oba ero mapLupyTa cBepatoT KoY ( HostKeyAlias ). Poytep
BASE Tenepb B niaHe ckaHvpoBaHua: FILES ROUTER 6e3 ero katoya He OTKpbIBanca. 3anacHomn nyTb
yepes ssh cBepseT kAU Noj OCHOBHbIM MMeHeM Lean: Windows | ssh—keyscan | 9.5 He npoxoguT KEX
sntrup761 y MAIN VPS. -T ckaHepa kopouye oxugaHna naketa: Windows-ckaHep gep>kan
coegunHeHve o -T , n LAPTOP c poytepom rnbam Bmecte ¢ noaydeHHbIMu katovamu. DSA 6onblue He

NPUHMMAaETCA — 13-3a Hero nNpamMoe ckaHnposaHue oxHo Kpnyano «HOST KEY CHANGED».

Appec poytepa — u3 aaHHbIX. Check-Router , New-RouterPeer v ROUTER WEB 6panu 3awwmntbin
192.168.1.1 , a fom faBHO B | 192.168.10.x . Tenepb agpec 6epétcsa 13 3anncu poytepa B

targets.json |

ROUTER PASS c apBymsa poyTepamu. Cncok poyTepoB NpUXoauna B BbiI6Op BAOXEHHBIM MacCUBOM: C
OZAHVM POYTEPOM 3TO HE NPOABAAIOCh, CO BTOPbIM BbIOOP He MOKa3biBa/ICA, a COXPaHeHWe najano Ha

—Router . OKHO MpuW 3TOM NNCaN0 «Napob COXPaHEH», XOTA paina He Bblno.



1.18.1 — 24 ceHTa6pa 2026

C6opka uepes opkectpatop Haxoant PowerShell. OpkectpaTop Bbipe3aeT war n3
builder_main.cmd v BbinonHAeT ero 6e3 wanku ¢panna, a PowerShell nckana Tonbko wanka.
24.09.2026 Bce Tpw wara yctaHoBkM — | install_rclone , install_terminal ,
install_cloudflared — Haneyatann | No PowerShell found , n nporpamma octanacbh 6e3 rclone,

TepMUHana v KaveHTa TyHHens. Tenepb 3T warn u | tests  mwyt PowerShell camu, B Tom e nopsgke,

yTO Wanka. V13 meHro cbopymk pabotan n npexae.

1.18.0 — 24 ceHTA6psa 2026

F11 COPY cnpawmuBaet nepeg paboroi. [NoareepxaeHmns 3gecb He 6b1n10: COPY Huuero He yaanser,
1 BOnpoc Kasanca amwHuM. Ho F11 ctout pagom ¢ F12 n HaxxumaeTca mumo — 24.09.2026 Tak yexano
16 754 dawina, 4,6 Tb, 3a 25 cekyHa, Monya. [inanor Ha3biBaeT obe CTOPOHbI ChoBamMK, coctaB obaactu
(BCA Nanka uam ToNbKO OTMEYEHHOE) 1 MAALLKON — CKONbKO noeseT: danbl n 06bEM. Yncno cumTaert
CyXOW MPOTOH rclone Temu xe katovammn n GuabTpamu, 4YTo 1 cama nepegada, NO3TOMy OTBeYaeT Ha
3a/laHHbIM BOMPOC, @ He Ha MNOXoXuin. Koraa NpuEMHMK y>ke CBEXWI, Maallka Tak U TOBOPWUT:

KonupoBaTb Heuero. Ecam cUYéT He yaancs, Auanor octaércs ¢ BONpocoM, Ho 6e3 uncna.

1.17.0 — 20 ceHTAb6pa 2026

MepeycraHoBka Windows 6e3 o6besaa mawmH. SETUP — SSHD coxpaHsaeT XoCT-katoumn cny>xbbl B
Tunnel\SSHD BbibpaHHOW DATA BMmecTe ¢ MaHndecTom, a SETUP — RESTORE Bo3BpaLuaeT ux 40
YyCTaHOBKM 1 NepBoro 3anycka sshd. Y mawwunHbl octaérca NnpexHaa MAEHTUYHOCTb, U COCeAAM He
HY>XHO A0BepATb e 3aHoBO. RESTORE Takxxe MMNopTUpyeT KAKUM, YUNHUT NYTW, BO3BPALLLAET APAbIK
BkAtoUEHHoro REVERSE SSH TUN un neuataet tabavuy SSH/SFTP. XKnBow kntoy, OTANYHBIN OT
COXPaHEHHOrO, He Nepe3anucbiBaeTCs; NOBPEXAEHHasA KONMUA He NprMeHaeTcs. KoHconbHbIN | ssh u
ProxyJump nonyuatot  UserKnownHostsFile ¢ dannom n3 DATA. Mopasok — Docs\RESTORE.md |,

KoHconbHas aBepb — Tunnel\RemoteDesktop\restore-machine.cmd .

PRIVATE BACKUP He BbiTecHsieT 60/1€e No/IHbIA CHUMOK. [lepes yaaneHnem npexHero CHUMKa
CBEpPAETCA ero coCTaB: CHMMOK, B KOTOPOM €CTb MPOEKT, OTCYTCTBYHOLNN B HOBOM, OCTaéTcs, U
nporpamMmMa HasblBaeT, KaKoW NPOEeKT ero Aep>XuT. YaaneHune naet no obbektam, 6e3 3anpoca
BEPCUOHNPOBAHNA KOP3UHbI. —Keep npuHMMaeT 3HaveHua ot 1, —ProjectName noHumaer cnncok
yepes 3anaTyto. 3epkano MAIN VPS ybupaet n3 Snapshots TONbKO CBOW MPEXHME CHUMKMN MO

VMEHW, a He BCE, B YUEM HET CEeroAHsLLHEeN AaThl.



IMPORT KEYS. ®awn, coBnagarowmin ¢ golden copy, nponyckaeTcs; 0Tkas no O4HOMY Katouy

coobLiaeTca CTpokon  failed: W He OCTaHaBAMBAET OCTaNbHbIE.

-NoPause y BpannepoB. Bpannepbl B Runs\ 1 Tunnel\ nponyckatoT cBOO nay3sy, Korga kikou
nepeaaH: 3aKOH4YeHHbIV GOHOBBIN 3anyck boAblue He XAET knaBuwun. bes katova naysa octaérca —

OKHO, OTKpbITOE ABOI\/’IHbIM LEeNYKOM, HE 3aKpbliBaeTCA BMECTE C TEKCTOM oLmnbkKu.

C6opouHas napa. cleanup_project.cmd Bo3BpalLaeT nanky NporpaMmMbl K COCTOSHUIO
NCXOAHWKOB: youpaet ckayaHHble  Tools\rclone , | Tools\terminal , Tunnel\Bin , xypHanbl,
._runtime W cocToAHMe MalINHbl — config\profile.json 1| config\gui-settings.json .
Start.exe , octanbHOM config 1 nanky AaHHbIX PAAOM OH He TPOraeT; Mocae YNCTKM OKHO 3aHOBO
cnpawwmnsaet DATA FOLDER.  builder_main.cmd BO3Bpaliaet MHCTPYMEHTbI Waramm
install_rclone , | install_terminal , | install_cloudflared — TeM Xe CLEeHapunem, 4YTo U
kHonkn UPDATE, — n HecéT  tests , verify , clean_cache . KnneHT TyHHens ctaButca 6e3

Install-TunnelClient.psl : cbopka TONbKO ckaumBaeT u ssh-npodunb He NpaBuT.

Hactpoikn TepmuHana us  config\terminal . [Tocne yctaHOBKM MM OBHOBAEHMA TEPMUHaNA
HegocTatowme dpannbl n3 config\terminal — mapkep .portable un settings\settings.json
— knagyTca B Tools\terminal . Haxutble HaCTPOWKM He 3aTUparoTCs; Wwar AET 1 Torga, Kkoraa

BEPCUA TEPMUHa/a y>Ke CBeXXas.

1.16.0 — 20 ceHTAbpa 2026

Cetn BASE nocne nepee3spa Ha 192.168.10.0/24 . MNpexHas | 192.168.1.0/24  ybpaHa u3
AOBepeHHbIx ceTer npaBuna Audion Remote Files (SSH 22) - wu B SSHD, 1 B 3anacHon ycTaHOBKe
OpenSSH: oba cueHapwus CTaBAT OAHO MPaBWUAO U TEMEPb OAHUM CMIMCKOM. YMOAUaHWe ceTelrt MacTepa
WG BASE-ROUTER npw nyctoM  routes.txt -1 192.168.10.0/24 , B OKHe 1 BO Bpannepe  setup-
base-vpn.cmd . Ha mawwnHax npaBruno obHOBAAETCA CaeayroLUM 3anyckom | setup-ssh-

server.cmd .

PRIVATE BACKUP knagér cHumok B | audion-backup/Projects . [yt B R2 no ymonuaHuio

cMmeHwunca ¢ builders Ha Projects ; kitou —Remote no-npexHemy 3agaér cBOW.

1.15.3 — 15 ceHTa6pa 2026

REVERSE SSH TUN nocne 3aKkpbiTMs ycTaHOBOUYHOM KOHcoau. GUI BoccTaHaB/IMBaeT HaCTPOEHHbIM
npoLecc HanpsMyto 1 NOBTOPAET 3anyck Nocae ero HeOXUAaHHOTO 3aBepLueHus ¢ nay3oun 30 cekyHa,.
Pernctpauma kntoua He nostopsaetca. STOP n yganeHue yumtbiBatoTcs; ctapble TyHHean LAPTOP He

3anyckatotca. 3akpbiTre GUI 3aBepLuaeT ero npouecc 1 goyepHue SSH, He octaBassa cmpot. Ownbkm



3anycka v xog OpenSSH coxpaHsatoTCs B XypHanax; 3e/I€HbI MHANKATOP TpebyeT NOATBePXKAEHWS

npobpoca cepBepoM. YctaHoBneHne SSH orpaHnyeHo 15 cekyHAamMu Ha MOMbITKY.

1.15.2 — 15 ceHTa6pa 2026

SSH-KEYSCAN He 6n10kmnpyeT okHO. CKaHMpPOBaHVe NepeHeceHo B OTAE/bHbIN CLLeHapui, obLwmm
ana GUI n | Runs\ssh-keyscan.cmd . XocTbl npoBepatoTcs NapannenbHo: A0 NATU CEKYHZ, Ha NPAMON
06X04 1 eLwé A0 NATU Ha JOCTYN Yepe3 HacTpoeHHbIn SSH. STOP 3aBepluaet paboumii npoLecc BMecTe
C ero NoToMkKaMu. HegocCTyMHble XOCTbl COXPaHAIOT NPEXHNE KAOUN; U3MEHUBLUMECA NMPUHUMAKOTCA

TONbKO ABHO, Yepes Ctrl unn  —Force .

MpaBa npuBaTHbIX SSH-kAOUe nocne nepeHoca. IMPORT KEYS ncnpaenset Hacnegyemble v
ABHblE NINLLHME Pa3peLLleHns, B TOM Yncae y yxe cyliecTByrolwmx dannos. HenonHbi Export Keys
AOMONHAETCA cepBepHbIMM Napamu 13 | Tunnel\SSH\servers ; npuBaTHblE KNHOUM COCEAHNX MALLVH
n3 CLIENTS aBTOMaTMueckn He gobasnstotcs. [Mpwm yctaHoeke REVERSE SSH TUN owwmbka | bad
permissions 3anyckaet ucripaBneHve ACL BbibpaHHoro IdentityFile B gaHHbIX v npodune
NOBTOPHbIN BXoA. CoAep>XMMOe KAtoUa COXPaHAETCA; PeXUMbI NPoBepKn 1 cHATUA ACL He MeHSAoT.
YcTtaHoBKa knveHTa noay4vaet nanky DATA n3 GUI ABHO 1 npoBepseT npaBa NCNOAb3yeMbIX CEPBEPHbIX

KJHOYen.

1.15.1 — 15 ceHTa6pa 2026

MepBbi Bxoa Ha VPS npu yctaHoBke REVERSE SSH TUN. lNMycTto | known_hosts 6o0sbLue He
oCTaBAsieT yCTaHOBKY 6e3 cnocoba noaTBepAnTb oTneyatok: OpenSSH npeanaraet ceeputb ero B
OTAE/IbHOM OKHE, 3aTeM yCTaHOBKa NMOBTOPSAET BXOZ B CTPOroM pexume 6e3 guanora. IameHEHHbIN
oTneyaTtok He npuHumaetca. OCMOTP, YOAJIEHWE v 3anyck ¢ nepeHanpaB/ieHHbIM BBOAOM He
cnpawmBatoT noareepxaeHne. OWmbKM BCeX MapLUPYTOB COXPAHAOTCA B OTAE/bHOM XXypHane
yctaHoBky; ownbka MAIN VPS 6onblue He ckpbiBaeT oTkad SECOND VPS. | SSH-KEYSCAN | Bkntouaet
SECOND VPS c ero SSH-noptom. [lobaBneHbl NpoBepKX NEPBOro 3amnycka 1 OTKa3oB Ha

CUHTETNYECKNX AaHHbIX ans PowerShell 5.1 n 7.

1.11.18 — 13 ceHTa6psa 2026

Maponb poyTepa XpaHUTCA NEPEHOCMMO, NO UMEHU poyTepa. PaHblie oH wudposanca DPAPI —
NPUBA3KOW K YYETHOW 3aNnCK 1 MalLMHe, KOTOpaa cneTasa nNpu kaxzaoun nepeycraHoske Windows n He
nepeesxasna ¢ Habopom: 3 Bcero Habopa TO/ILKO NMapo/ib POyTepPa He NepexXmnBan BOCCTAHOBEHME, a

Ha MOpPTaTUBHOM AnCKe Obln MEPTBLIM rpy30M. Tenepb OH NOXUTCA base64 B darin No umeHn poytepa



( router-base.secret , router—home.secret ) — nepexwBaeTr nepeycTtaHOBKY W MepeesiaeT, KaK
KJ0UM 1 Naposib 061aKkoB. VIMs No poyTepy, a He MO aapecy: y AOMALLHErO U ePEBEHCKOrO poyTepOB
OAMH agpec 192.168.1.1 , n dansbl No agpecy 3atnpany bbl Apyr Apyra; Tenepb pasHble poyTepbl —
pasHble Gainibl, U Napoan y HUX MOryT pasnnyatbcs. Cam danin 6ecnoneseH 6e3 goctyna K poytepy —
3aMOK B Mpasax nanku n wudposaHnm Hocutensa. CkpunTbl poyTepa (| new-router—peer , check-
router | check-routes ) nonyunam ka4 -Router . MNpexHuii router_<apgpec>.secret ot DPAPI

OCUPOTEET — MapoJib BHOCAT OANH pa3 kHomnkon ROUTER PASS.

1.11.17 — 12 ceHTabpa 2026

JXXypHan He KpnumuT 06 oxxmpaemom. HegoctynHaa malHa (naHenb XoAuUT Ha BASE 13 gpyrown ceTtwn)
6osbLe He poHsAeT B XXypHan aBapuito | [c6on] ... ErrorActionPreference Stop : Invoke-
AbkRcloneCommand  rayLIMT UCKNHOYEHME W OTAAET KOZ BO3BpPATa, Kak 1 obellaeT — OKHO XMBET Noj,
Stop , a B PowerShell 7.4+ HeHyneBou Bbixog rclone nHave BcnabiBan B 06wmin nepexsatymk. Tenepb
HefOCTYNHOCTb — OZAHa MNOHATHasA cTpoka («BASE: He oTBevaeT»), 1 He valle pa3a B 15 MUHYT, a He
NpPOCTbIHA OT rclone. Y6paHa noBTOPAOLLAACA 3aMeTKa «MAET JOAbLUE MNATU CEKYHA, Xay». Ans
ycTapesBLuero TpaHcnopTa (B | rclone.conf uyxas OykBa Aucka, He HaxoauTcsa  known_hosts ) —

MOHATHOE «TpaHCMopT He cobpaH, HaxkmuTe RCLONE.CONF».

1.11.16 — 11 ceHTa6psa 2026

MpoBepka cTpPOK Ananoros CHOBa JIOBUT HenepeBeaEéHHOoe. B npolunon Bepcnn camor npoBepke
AocTanacb knaccuueckas owmnbka PowerShell: | $matches[1] -match nepesanucbiBan
aBTOMaTUUecKyto  $matches , M OCTaTOK CTPOKM «METKA: 3HAUEHWE» TEPANCS - TECT NnepecTasan
3amMeuaTtb HernepeBeAEHHYIO MONOBUHY M MOJIYa 3aCunTbiBan e€. [pynnbl TeNepb COXPaHAOTCA B
nepemMeHHble A0 ciegyroLlero novcka. [lobasseHa camonpoBepka: Ha CUHTETUYECKON «MeTKa:
0CTaTOK» C ByMSA 3aBeZOMO HerepeBeAEHHbIMWU NONOBMHAMM NpoBepka obs3aHa BepHyTb obe. Halina

nepenpoBepka 1.11.15 (P3 B Tecte, NnpnaoOXeHMe He 3aTPOHYTO).

1.11.15 — 11 ceHTa6pa 2026

Awnanorn, cobpaHHble A0 NepeBoAa, A0UNTAHbI NO-AaHIIMACKW. 3aroN0BOK «YAanuTb ...7»
NoACTaBAsAA UMS B WABNOH paHbLue NepeBoja, U rotToBas cTpoka 6e3 {0} napbl He Haxoawna; Teno
npeaynpexaeHns o npepbiBaHUM nepesaun cobmpanocb MHTEPNONALMNEN U HE NEPEBOANNOCH BOBCE.
Oba Tenepb nepeBoAATCA WABAOHOM C MOACTAaHOBKOW MocAe, a He fo. [lobaBneHa napa AN8 KHOMKM

MPOAOJIKNTD - oHa Toxe octaBanack pycckoi. Test-Window Tenepb nposepsiet n —CancelText ,



NOBUT UHTEPMONALMIO C KUPUAULLEN N PYCCKUIA WabnoH | —f , He 3aBEPHYTbIN B NepeBog,. Hawna

nepenpoBepka peBbto (ocTaTok P3). Y6paH 3aaBoeHHbIN 3aronoBok 1.11.13 B xypHane.

1.11.14 — 11 ceHTabpa 2026

CHATUe K/IloUa TYHHeNA 6o/iblie He MoXKeT 06HYNIUTL Ppanin n oTunTaTbeca ycnexom. CLeHapum
CHATUA Wén 6e3 set —e , n nocne cbosa nobon dpannoBon onepaumm - uabTpa, NOAMEHbI, MPaB - OH
BCE paBHO nevatan removed : nycton authorized_keys c kntouamMu Apyrvx MallviH BbIrASAen Kak
yAa4yHOe CHATWeE, a Jep>KaTesib HaBepXy CTMpan COCTOAHME. Tenepb CHATUE YCTPOEHO Kak perncrpaums:
Konua A0 NpaBkK, CBEPKA YMcaa CTPOK A0 NOAMEHbI, a 1tob6or cbon obpbIiBaeT cLeHapuin 40 OTBETA -
dann uen, cocToaHe OCTaéTca AN MOBTOPHOW MonbITKN. COHOMN UTeHMA 1 «KAroYa HeT» Tenepb pasHble

oTBeTbl. Hawno pesbro 17967bb (P1); cueHapwii sobasneH B Test-Beacon.

Ananorn okHa AoUYNTaHbI NO-aHINIMUCKU. 3aroIOBKK, KHOMKK U CTPoku Tena  Show—-AbkDialog
OKHO nepeBoauT y cebsd, 1 ABa AecsTka KycKoB (MeTku CEVIYAC, AN, MPUEMHUK, PABHAEM 1
Apyrvie, KHOMKK, 3arooBkK) He menn napsbl - English-okHo nokasbiBano nx no-pycckm. OctaTtok
CTPOKWM «MeTKa: 3HaueHne» Tenepb TOXe NEPEBOANTCA, HegocTatowme napbl gobasneHbl. Test-Window

npoBepseT CTPOKM BCEX ANANOroB, a He TONbKO BbI30Bbl  Get—AbkText .

1.11.13 — 11 ceHTa6psa 2026

PykoBoacTBa paccka3biBaloT NPO YUYETHYIO 3anucb TyHHenA. [po | tunnel | 3Hanu Tonbko SKILL.md
M XKypHan n3meHeHun, a kHomka ¢ 1.11.12 ymeeT oTBeTUTb, UTO Ha cepBepe eé HeT. Tenepb B 060mx
PYKOBOACTBaX CKa3aHO, YTO 3TO 3a yUETHas 3aMnncCb, MOYEMY KIHOY TYHHENA XXMBET UMEHHO B HEW U rae

B3ATb €€ OrpaHn4yeHus.

1.11.12 — 11 ceHTa6psa 2026

Kntou REVERSE SSH TUN >xuBET B cBOeW y4€THOM 3anncK. PaHblue OH nponuceiBanca pabouemy
nonb3osatento Ha MAIN VPS 1 SECOND VPS. Kntou TyHHens nexunT Ha MallnHe B Yy>KOW CeTu, U
YKPaZeHHbIV JOCTaBan A0 BCEro, YTO AOCTYMHO 3TOMY MoOJb30BaTesto: GannoBs, rpynmn, Cay>xebHbix
cokeToB. Tenepb y TYHHena cBoA y4éTHasa 3anunch  tunnel - 6e3 060104kK, C 3a610KMPOBaHHBIM
napoJsieM 1 NycTbiM AOMOM, FAe NEXUT TONbKO dan Karouen. Yto ein paspelleHo Ha CTOpOHe cepBepa,
eaet obpasuom Tunnel\RemoteDesktop\config\sshd-tunnel.sample.conf : 06paTHbIN Npobpoc

Ha neTae U HM4Yero bonbLue.

YUéTHas 3anuncb 3aBOAUTCA Ha cepBepe pykamu, oguH pas. [oka eé HeT, NoABbEM TYHHENS HUYEro He

NOPTUT N TOBOPUT CIOBaMU, YErO HE XBaTaeT.



1.11.11 — 11 ceHTa6psa 2026

AHIrIMNCKOe OKHO: CTPOKM KOAa. 24 CTPOKM (25 BbI3OBOB), KOTOPblE OKHO NEPEBOANT BbI3OBOM  Get-—
AbkText npsamo B koge, He umenn napbl 1 B EN nokasbiBasmcb No-pycckn: 06bACHEHUS
nozkntoueHuns obnaka, npeaynpexaeHns SSH-KEYSCAN o cMeHe katoua XocTa, CTPOKU O TyHHene A0
poytepa BASE, uncno notokos. MNapbl 3aBegeHsbl, a  Tests\Test-Window.psl Ttenepb NnpoBepseT u

Takune autepanbl. Haxoaka N6 pesbto 203594 1.

MHpnkaTopbl 063aBegeHNA B pyKoBoACTBaX. TabanLbl rOBOPUAN «3eNEHbIW, KOrga dann Ha mecTe»,
a OKHO KpacuT XEnTbIM, MOKa Aeno He noatsepxaeHo: R2 CREDS - noka R2 bucket He npounTtancs B
naHenu, SSH-KEYGEN n IMPORT KEYS - noka He npo4uTanack naHeab MawwmuHbl nan VPS, SSH-
KEYSCAN n RCLONE.CONF - noka He npouuntanacb yaanéHHasa naHenb, AIPECA - noka MalunHa He
oTBeTu/a Ha Npoby. B Tabanuax Tenepb ABa cTonbLa: KOrga MHAMKATOP rOPUT U NMOCe Yero oH

3eNéHbIn. Haxoaka N7.

Test-Prompts Ha uncroii konuu. MNpomnTbl Ha3bIBatOT | Start.exe , a ero CObMPaOT U3 UCXOLHNKOB
n B git He KnagyT, NO3TOMY Ha YMCTOM KOMWUW TecT nagan. Tenepb ana Start.exe poctatouHo

cbopwmka  Engine\Launcher\Build-StartExe.psl . Haxoaka N8.

1.11.10 — 11 ceHTa6psa 2026

Maponb poyTtepa - B TOW Nanke gaHHbIX, C KOTOpou paboratoT okHO U Bpannep.  Check-
Router.psl u New-RouterPeer.psl npuHuManu -Root ¢ 1.11.4, HO PyHKUMM MOAYNA
RouterNdm.psml knrouya He NOAyYanu: NapoOab COXPAHANCA U YATANCA B Narnke 13 ykasartens
config\profile.json wau cocegHen, gaxke Korga okHO Bbibpano apyryto. Tenepb —Root
NPOXoANT Yepe3  Save-RouterSecret , Get-RouterSecret v nepeHoc NpexHero Gaina - U3 3Tnx
cueHapves, n3 Check-Routes.psl u u3 okHa (ROUTER PASS, uteHne nupos poytepa). Haxoaka N3
peBbro 2035941.

Nupnkatop SETUP — TOOLS — ROUTER PASS Buaut coxpaHéHHbln naposib. OKHO 3Baso
BHYTPEHHIOIO QYHKLMIO MOAYAS, KOTOPYH TOT Hapy>Xy He OTAAET: BbI3OB Nnajan, nycton catch

OCTaB/IAN UHAMKATOP cepbiM. Tenepb Moayb OTAaéT | Test—RouterSecretStored . Haxoaka N4.

Tectbl. | Tests\Test-Cli.psl : KaXAbl BbI30B GYHKLMKN, KOTOPas ULLET Nanky AaHHbIX, NepeaaeT | —
Root | - B cLleHapusx, O6BABMBLLMX 3TOT NapameTp, U B OKHE Ana GYHKLMI Napoas poyTepa;

CUHTETMYECKNA MapOb IOXNUTCA B Nanky U3 —Root u BUAEH MHAMKATOPY.



1.11.9 — 11 ceHTA6psa 2026

REVERSE SSH TUN 6o0sbLue He cCHUMaeT K/tou cocepa. Perncrpaumsa v yaaneHue karova TyHHena Ha
MAIN VPS n SECOND VPS nckanu metky | audion—beacon—<ums> noACTPOKOW: KaOY MalmvHbl | lab
yHocun ¢ cobon katou | lab2 | a npoBepka 4ncia CTPOK 3TOro He 3aMevana. Tenepb CTPOKa y3HaéTcs

no KOMMeHTaputo katoua ueanmkomM. Haxoaka N1 peBbto 2035941 (P1, owmbka cTapLue 3TOro peBbio).

Knrou TyHHensa orpaHnyeH ceomm noprom. Ha VPS knrou nucanca kak | restrict, port-
forwarding, command="/bin/false" , n port-forwarding pa3pewan -L K 0bbiM agpecam,
BuaAMMbIM € VPS, n | —R | Ha nto6bix nopTtax. Tenepb B cTpoke cToAT  permitlisten u permitopen
nopTa 3TOro TyHHeNA. Y>Ke NpOonncaHHble KNKYM Noay4aT OrpaHNYeHns npu cnegyrolemM nogbeme:
TUNNEL — LOCAL — REVERSE SSH TUN - MNOAHATb. Mpobpoc unix-CokeToB KAOUYOM He 3aKpbIThb -

370 AllowStreamLocalForwarding B sshd camoro VPS. Haxoagka N5 (P2).

MpoBepka napons kawoua He BUCHeT. | Test—AbkKeyOpens 3Basn  ssh—-Kkeygen -y C 3aKpbITbiM
BBOZOM, a Naposb ssh-keygen cnpalumsaet y KOHCONM: Ha KKOYe C Napoaem NpoBepKa XAana, noka
npoLecc He CHUMYT, - Tak Bucen Test-Beacon. Tenepb nycTor naponb nepegaétcsa agHo (—P "" ),

YUUTBIBAETCA KOZ BbIXOAA, @ Ha NpoBepKy oTBeseHo 15 cekyHa. Haxoaka N2 (P2).

Tectbl. | Tests\Test-Beacon.psl : napa c naponem pacno3sHaércs 6bictpee 10 cekyHa; HacToaLme
CUEeHapun perucTpauumn n CHATUA Karoya roHsatotca B Git Bash Ha cuHTeTMueckom darine ¢ kaouamm

lab v lab2 ; cTpoka kntoua orpaHnyeHa CBOVIM MOPTOM.

1.11.8 — 11 ceHTab6pa 2026

MocnepgHue npexxHne nmeHa. Setup-BaseVpn.psl Ha3sbiBas MacTep TyHHens fo poytepa BASE
«ROUTER-BASE WG» B cripaBke, B LIanke 1 B COBETE «TyHHEeb MOAHMMAETCA KHOMKOW...» - Tenepb

WG BASE-ROUTER |1 nytb TUNNEL — LOCAL — WG BASE-ROUTER. 3aronosok »xypHana y R2 CREDS -
«R2 CREDS» BmecTo «KJ/TKOUYU R2». MoateepxxaeHne  F12 SYNC - 1 3aro/si0BOK €ro NporoHa 3sanu

KHoMKy npexxHUMm «3EPKAJIO» - tenepb «SYNC».

1.11.7 — 11 ceHTa6psa 2026

Bropow npoxopa, no cnoBam: gokymeHTbl. README, SKILL, USER_GUIDE RU n EN, PROMPT RU u EN,
CLAUDE n AGENTS, README pocTtyna K MalivHam roBopaT TeMU Xe TePMUHAMW, YTO OKHO U
cueHapuu: golden copy, Export Keys, CLIENTS, ny6anuyHbii 1 npusaTHbIA katoy, R2 bucket, jump host n

ProxyJump, nHgukatop, rclone.conf, REVERSE SSH TUN.



[ okymeHTbI gorHanm okHo. Tabivua ob63aBeseHNA ONUCBIBAET HbIHELLHWE KHOMKK pa3genoB SETUP
n SSH KEYS v 1O, KOrga roput nHAMKaTOpP KaXkaou; KHOMOK | KIMIYN R2 v CKMAL , rpynnbl
NHCTPYMEHTHl v wara «SETUP — 3AAAHWA: panblue 3epkano camo, KaXayro HOYb» B OKHE JaBHO HeT.
MpomnTbl 1 SKILL Ha3biBatOT y Kaxaoro wara pasgen. MawvHbl onvcaxbl B pasgene REMOTE, kHorka

npobbl - PORT 22 TCP PING , MacTep TyHHensd - WG BASE-ROUTER .

McnpaBieHHble HETOYHOCTU. AHI/IMICKOE PYKOBOACTBO YTBEPXKAA/IO, UTO OKHO He MpOoCuT npas
aAMWHNCTPATOPA, - OHO NPOCUT UX oauH pas. SKILL obeLan, uTo Nnapoab 061aKoB NpUesXaeT ¢
import-keys.cmd, a pykosoacTsa - uto | rclone.conf egeT B Habope katouen. SKILL uncann
500/udp 3a masukamu Ha SECOND VPS, y6paHHbiMM 09.09.2026. B PROMPT_EN war 5 nostopsacs
ob6pbIBKOM, a ab3aL, 0 Masuke onucbiBan npexHui WG-TyHHenb. PykoBOACTBa roBOPUAW, YTO B

clients | n1eXaT TONbKO I'Iy6J'II/Il-IHbIe KJIKO4W, - TaM JiexXaT rnapbl.

Mopckaska SETUP — TOOLS — OBHOBWUTD ob6elana 3en€HbIN MHAMKATOP, «KOrAa BCe TPW Ha

MecTe», a OKHO MPOBEPSIET KINEHT TyHHeNs 1 rclone ; Tenepb CKa3aHO Tak.

1.11.6 — 11 ceHTa6pa 2026

Bropoii npoxoa no c/ioBaMm: CLLeHapuW, UX cnpaBKa, Bpanmnepbl U TecTbl. CoobLLeHNs CLeHapueB,
cnpaska Get-Help , CTPOKM  rem BO Bparnmepax v 3aroJlOBK1 TECTOB rOBOPAT TEMM XKe TEPMUHAMMU,
yto okHo: Export Keys, golden copy, CLIENTS, ny6anuyHbin n npuBaTHbIN Katoy, R2 bucket, xocT,

Endpoint, SSHD. BHyTpeHHVE KOMMeHTapun Koza 3TOT NPOX0Z He Tporaii.

Maponb obnakos.. Sync-CloudKeys 1| clouds—pull.cmd COBETOBaNM Ha HOBOW MalLNHe «CnepBa
import-keys.cmd», Ho EXPORT KEYS 1 IMPORT KEYS | Tunnel\clouds.key He nepeHocsT. Tenepb
CKa3aHOo Kak ecTb: Gain KiajyT B nanky gaHHbIx pykamu. Cnpaeka Manage-Clouds v wanka

Clouds.psl 6onblue He yTBepXAatoT, YTo  rclone.conf efeT B Habope kntoyen.

Manage-Clouds 6e3 rclone otnpasnsan k kHonke YCTAHOBWTb, koTopas ctaBut Tosbko cloudflared;
Tenepsb - K SETUP — TOOLS — OBHOBWTb.

Crapoe nmsa nporpammbl. Export-AudionKeys, Import-AudionKeys, Sync-AudionBackup n Backup-
AudionArchives nevatanu B wanke «AUDION BUILD BACKUP»; Tenepb «AUDION SYNC TOOLS» n nms

KHOTMKW.

)KypHan okHa kpacut BbiBog EXPORT KEYS 1 IMPORT KEYS no HoBbiM cnoBam: «not in Export Keys» u

«public key only» - npegynpexaeHvem, meTky export : - NnpurayweéHHo.



1.11.5 — 11 ceHTA6pa 2026

Bropo# npoxopa, no csioBam okHa. [1oAckasky, NOANMCK NCTOYHNKOB, A4NaN0rM N COOBLLLEHNA OKHa
roBopAaT Temu e DevOps-TepMrHaMK, YTO 1 KHOMKK: My6anYHbIN 1 NpuBaTHbIN KatoY, CLIENTS,
golden copy, Export Keys, R2 bucket, jump host n ProxyJump, nHgukatop, rclone.conf, nyébanunbie
ccblnkun. Nictounnku Hag naHenamm SSH KEYS 3oBytca GOLDEN COPY 1 EXPORT KEYS.

AHrnuniickoe okHo 60/ible He NOKa3biBaeT Pycckue Noackasku. Y 25 noackasok pa3MeTkm u'y
kHonku F3 CCbIJTIKA He 6bin10 aHraninckon napbl: MapwpyTel, SSHD, DNS, obnaka, Mactep TyHHens Ao
poyTtepa BASE, RDP, ROUTER WEB, SOCKS, otmeTka no macke. Mapbl 3aBefeHbl, Kak 1 'y NOACKa30K
ncrouHnkos LAPTOP n SECOND VPS, y 3aronoska amanora R2 CREDS v y 3anyckos golden copy
obnakos. MNapsl, pasoweglmvecs ¢ Tekctom (SSHD, BASE, mapLupyTsl), gorHaHbl; 40 nap co ctapbimMu

C/IOBaMV, KOTOPbIE HUKTO y>e He 3Bas, ybpaHbl 13 cioBaps.

Mopckaska SSHD rosopuTt, uto dann knroyen ceepsietca ¢ CLIENTS - tak oH pabotaet ¢ 1.10.8.
Mopckaska C MAIN VPS 6onblie He obelliaeT, UToO Ha HOBOM MalunHe XxBaTuUT import-keys.cmd:

naposb obnakos Tunnel\clouds.key EXPORT KEYS He cobupaeT, ero nepeHocAT pykamu.

HoBbiii Tect. Tests\Test-Window.psl npoBepseT, UTO y KaXA0N PyCcCKON CTPOKM pa3MeTKM OKHa U

AWanora eCctb napa B CJioBape.

1.11.4 — 11 ceHTa6pa 2026

SSHD, NDMS API, AMATHOCTUKA v ROUTER WG PEER cHoBa 3anyckarotca u3 okHa. OKHO
nepesaér KaxxAaoMy Bpannepy nanky jaHHbIX KatodoM  —Root |, a | Setup-SshServer.psl , Check-
Router.psl , Check-Routes.psl u| New-RouterPeer.psl Ttakoro napameTpa He 3Haau 1 naganm
Ha npuBaske: <A parameter cannot be found that matches parameter name 'Root'». Tenepb
npuHUMaroT;  SSHD nepesaéT nanky 1 B OKHO C NpaBamun agmMuHucrtpatopa, ROUTER WG PEER 6epér
13 Heé faHHble. B Setup-SshServer.psl nepemeHHasi $Root HasbiBasa nanky cueHapus

3aTépna 6bl napametp - SSHD wnckan 6b1 CLIENTS He Tam; oHa nepenMeHoBaHa B $Here .

Tect cooTBeTCTBUA OKHA U KOHCONU. Tests\Test-Cli.psl cobupaeT KAHUM y KaxKaoro Bbi3oBa
CLuEeHapua B OKHe - IBHblE, U3 NepeMeHHbIX, U3 BpannepoB 1 | —Root - n ceepset ¢  param()

CLueHapus; 3a04HO NPOBEpPSET, UTO | —Root | HE 3aTUPAETCA B Tese.



1.11.3 — 11 ceHTA6pa 2026

1.11.3 — 11 ceHTa6pa 2026

Paabl TUNNEL n REMOTE nomewatorcs B cTpoky. [1ona kHonok no 6okam - 6 px BMecTo 8,
npomexyTok mexay rpynnamu - 10 px smecto 14. MNpwu wmnpurHe okHa 1520 (3kpaH 1920 npwm

MacwTtabe 125%) oba psga BCTalOT B OAHY CTPOKY; C/I0BA M MOAMUCK NPEXHUE.

1.11.2 — 11 ceHTa6pa 2026

NET v TOOLS. lMNMoanucw rpynn CETb n UHCTPYMEHTbI ctaam | NET | n | TOOLS | - B pagy TUNNEL v B
SETUP: psg TUNNEL He nomeLancs.

1.11.1 — 11 ceHTa6psa 2026

Mopanucu rpynn - oagHum cnosom. DTA MALLUNHA crana | LOCAL : B psagax TUNNEL n SSH KEYS, Haz
davnoBbiMK NnaHensMm BmecTo «310T [MK» 1 B ananorax. YHEM OTKPbIBATb ctano | OTKPHITUE |,
OTKPbITb MATIKY - | MAMKA . B okHe wupuHon 1920 aavHHbIE MOANNCY POHAIMN KHOMKWN Ha BTOPYHO

CTPOKY.

Pap REMOTE nepeHocut rpynnbi Leankom, kak TUNNEL n SSH KEYS: SOCKS 6onbLue He ye3xaeT

OAMH MOZ PoyTepbI.

1.11.0 — 11 ceHTa6pa 2026

KHonku 30ByTCA DevOps-TepMuUHamMu, nNoj KHOMKaMu noanucK. IMeHa KHOMOK - MeHa
nporpaMm, KoManza v ¢annos, KOTopble 3a HUMK cToAT: | SSH-KEYGEN , SSH-COPY-ID , SSH-
KEYSCAN , | IMPORT KEYS ,| EXPORT KEYS , R2 CREDS , CLOUDFLARED , RCLONE.CONF , PORT 22
TCP PING , ROUTER PASS , NDMS API , ROUTER WG PEER , RDP , ROUTER WEB , SOCKS , SYNC
ALL , | SYNC SELECTED , DRY RUN , RELEASE , PRIVATE BACKUP , F11 COPY -, F12 SYNC -~ ,
BISYNC 2 .lpynnbl - AUTHORIZED_KEYS , EXTERNAL , MAPUWPVYT ; pa3sgen TRANSPORT ctan
REMOTE . Nog KHOoMKaMu - MOAMNWUCbH B ABE-TPU C/IOBA Ha A3blKe OKHA, C HaNpPaBAEeHNEM: «KNOUN —
Tunnel\Export», «R2 — wecTb nanok». KHonku ctann Ha 6 px BblLle; y KHOMOK MaLIWH Hag GainioBbiMu
naHenamu noagnucen HeT. Pag TUNNEL nepeHocut rpynnbl ueavkom, kak SSH KEYS: B y3kom okHe
CETb n MHCTPYMEHTbI nayt nepsoi ctpokon, 3TA MALLNHA BTOpOI - Npexae cepeavHa paja

CKnaabliBanacb B CTON6UK MO KHOMKE B CTPOKe.



REVERSE SSH TUN. BbiBunit SSH BEACON. B nognucy kHonku - VPS, uepes KOTOpbIv KaHan
AepXurtca cenvac:  REVERSE SSH TUN - SECOND VPS waun | - MAIN VPS . Bpannepbl Ha3BaHbl No
VPS: reverse-ssh-second-vps.cmd , reverse-ssh—-main-vps.cmd , reverse-ssh-check.cmd |

reverse—-ssh—remove.cmd .

REMOVE TASK - ogHa kHonka. Ctapoe 3asaHue NnaHnpoBLuka yaanaeT kHonka B SETUP, n BuaHa

OHa TONbKO Ha MallunHe, rae 3agaHue octanocb. KHonka OTMEHUTE B STORAGE y6paHa.

TecT okHa NPOBEPAET, UTO Y Ka>|<,u,0|71 noanmcun noa KHOMKOW ecTb nepeBoys; TeCT TYHHEIA - UTO VPS B

noanncn onpegendaeTtca no MMeHn XocTa.

1.10.8 — 11 ceHTA6pAa 2026

SSHD He paét ¢aiiny karouen orcratb. Pann
C:\ProgramData\ssh\administrators_authorized_Keys paHbLle TONbKO AOMUCBLIBAACA: KIHOY
MaLUWHBbI, 3aMEHEHHbIV B CKNaje, OCTaBaNCsA NPOMNMUCaHHbIM, @ HOBbIN He nonagan, noka KHOMKY He
HaxxvManu cHosa. Tenepb | setup-ssh-server.cmd 3ameHseT CTPOKY MallUNHbI 13
Tunnel\SSH\clients , ecan B Hel Apyron KoY, AONUCbIBAET HEAOCTAOLLME NOJIOBUHbI U
cxnonbiBaeT NoBTopbl. CTPOKM MaLLUWH, KOTOPbIX B CK/aZe HeT, OCTatoTCA M Ha3bIBAtOTCA MO NOAMMUCH:
nx NpuHOCKT  PA3[ATb KIIOYK ¢ coceaHmnx mMawwvH. [ycton cknag dann He Tporaet. Pann umtaetca u

nuwertcsa kak UTF-8 6e3 BOM. lNMpoBepka — HOBbIN | Tests\Test-SshServerKeys.psl .

1.10.7 — 11 ceHTa6pa 2026

Maponb poytepa — B nanke gaHHbIX. Pabounin pann router_*.secret nexwur B
Tunnel\RemoteDesktop\config nanku faHHbIX, @ HE PAAOM CO CLLEHAPUAMM B MPOrpamMMe: 3To
CeKpeT 3TOM MalUWHBbI, @ Nanka NpPorpaMmbl ye3xaeT KOnuen Ha coceHue MalwmvHbl. KHonku | NDMS |,

POYTEP , KOHOUI u check-routes.cmd 6epyt ero orryaa. Parin n3 nankv nporpamMmbl
nepeHoOCUTCA NP NepBOM ObpaLLeHnM, eCn B AaHHbIX €ro eLlé HeT. B pasanumna mawmHbl naponb

6o/blle He BXOAMUT.

1.10.6 — 11 ceHTAb6pa 2026

Fae Windows xpaHuT karoum mawmH. Mogckaska KHonku | SSHD |, pykoBoacTto, SKILL.md n npomnTbl
Ha3sbiBatoT dann: C:\ProgramData\ssh\administrators_authorized_keys .Y yuétHol 3anuncu n3
rpynnbl agMuHuctpatopoBs sshd Ha Windows unTaeT kntoum TobkO OTTYAa, a

.ssh\authorized_keys He cMoTpwuT. [lporpaMmma 1 paHblue nucana TyAa; TeKCTbl TOBOPWUIIM TONbKO

«authorized_keys».



1.10.5 — 11 ceHTa6psa 2026

Pe3epB 3abupaer mawmHa. lNoackaska kHonky  CHATb PACMUCAHUE |un SKILL.md roBopuau, uto
MAIN VPS cam npuxoauT 3a gaHHbIMWU. ITO He Tak: HouHowu pe3epB MAIN VPS knagét B R2, a kaxaas
MallHa 3abupaeT ero cama — KHonkoli  OBHOBUTb BCE uau sync-backup.cmd , kak HOyTEyK. K

mawmHam MAIN VPS He xoanTt, n BASE 3aecb He nckntoueHme.

1.10.4 — 11 ceHTA6pa 2026

Mankwu 3epkana 6e3 UMEH npoBaigepoB. FOHWTLI, ckpunTbl 1 gokyMeHTbl MAIN VPS nexat B MAIN
VPS Backup , nneun SECOND VPS — B SECOND VPS Tunnel Config : Tak nx Ha3blBatoT obpasel,
config\mirror.sample.json wu pykoBoacTBo. ViMa npoBangepa B Ha3BaHWW Nanku ycrapesaeT npu
nepBoM e repeesge. Ha MallvHe ¢ NpeXXHUM MJaHOM 3epKana narnky nepermMeHoBbIBatOTCA BMeCTe C
3anucamu  folder B config\mirror.json , MHaue cnegytoliee 06HOBAEHME HAYHET UX 3aHOBO

PAAOM CO CTapbIMW.

1.10.3 — 10 ceHTA6pAa 2026

Tonbko MAIN VPS n SECOND VPS. Ha Bcex A3blkax 1 BO BCeX TEKCTaxX: B OKHe, CI0Bape, nojckaskax,
cueHapusx, obpasuax n gokymeHTtaummn. OnvcaTtesibHble Ha3BaHWA 3aMeHeHbl MMeHaMu. KHonku u
noanucu: Mmapwpytbl | SSH MAIN VPS u SSH MAIN VPS CF , uctounmk MAIN VPS , nognvcu naHenewu
BASE - MAIN VPS |n BASE - MAIN VPS CF , B pa3gene CLOUDS — YEPE3 MAIN VPS , HA MAIN
VPS |n C MAIN VPS .

MapuwpyTbl. Boibop nyTn K MaluvHe Be3je Ha3blBaeTCAa MapLUPyTOM: MOAMMCK, MOACKA3KW, XYpPHan

OKHa,  check-routes.cmd » AOKyMeHTaLMA.
Y poytepoB — WG-cepBep n WG-kauveHT. [lpyrmmu cnoBamu poyTepbl B TEKCTaX HE OMUCHIBAKOTCA.

Masuok Be3ge SSH BEACON. OctaTky npexHero uMeHu B onncaHnn spannepos  ssh-beacon-* n

B KOMMEHTapUAX 3aMEHEHbI.

TepMUHbI 3aMeHeHbl B 59 darnax nporpammbl U AokyMeHTaumu. CTapble 3anuncy XXypHana He

nepenncaHbl: 3TO NCTOPUA.

1.10.2 — 10 ceHTAb6pa 2026

TyHHens «\WG SECOND VPS» Het u B Tekctax. WG-TyHHeIb MalLVHbI O BTOPOro cepBepa ybpaH u3

nporpammbl 09.09.2026, HO XBOCTbI OT HEro OCTannchb, a 0be3nnumBaHmne Jano UM Hoeoe nma — «WG



SECOND VPS». Tenepb yLwan: ynoMvHaHWe 3TOro TYHHeNs B Nogcka3ke KHoMkKn yctaHoekn WireGuard,
nozcka3ska naHean WORK 06 agpece B TyHHene, noackaskm «a0 LAPTOP — Tonbko Touka cbopa» (K
n3ntony usganeka He xoaAr), 30 nepeBoAOB yAaNnéHHOro Mactepa 1 ctapbix NOACKa3O0K,
Hencnoab3yemas NpoBepKa XXMBOCTM 3TOrO TyHHe s, OTceB agpecos | 10.13.* B macTepe TyHHeNsd 40

poyTepa 1 NOACHEHWE «TyHHeb U eCTb AOpOora» B 3aroToBKe TpaHCrnopTa.

MpaBuno 6paHgmayspa 6e3 noraweHHO nogceTu. setup-ssh-server.cmd 6osblue He NycKaeT K
nopty 22 noacetb  10.13.0.0/24 . [paBna0o Nepeco3saérca Npu KaxkAoM 3arnycke, Mo3TOMy Ha

MaLlMHe OHO OBHOBUTCA NPW CreayroLen HacTponke npruéma dannos.

check-routes.cmd npoBepseT eANHCTBEHHbIW TYHHE/b MalUUHbI. Pa3aen TyHHeneun nckan
cny>x6bl  home wn laptop , n Tonbko y WireGuard. Tenepb 310 oanH TyHHenb — WG BASE-ROUTER —
nog, ntobbIM 13 ero MéH ( router-base-wg , base , home ), y WireGuard n y AmneziaWG, a
pyKkonoxaTue CnpallMBaeTCa y TOro KAMEHTa, KOTOPbI OTBETUT. [Moackaska kHonku | AIMAFTHOCTUKA 1

SKILL.md roBopAT 0 TOM Xe.

1.10.1 — 10 ceHTA6pAa 2026

MosTopHas nposepka 1.10.0 noaTBEPAMAA UCMPABAEHME YETLIPEX PErPECCUIA U HalAa ewwé NaTb MECT;

BC€ NoATBEPAUNNNCE N NCNPaBJ/IEHDbI.

Kntou SSH BEACON — 6e3 napons un nog PowerShell 7. CueHapuii Masiuka co3zaBan Koy CBOUM
BbI30BOM | ssh—keygen -N '""'  a Bpannepbl npeanoymtatoT | pwsh : Tam gBe KaBblYKM CTAHOBATCA
naposieM. Knrou co3gaBancs C KOAOM HOJb, U AepxaTtesb € BatchMode | He MOT ero OTKpbITh. Tenepb
napbl Kntouen co3gaét ogHa dyHkums — New—-AbkKeyPair B HoBom Engine\KeyPair.psl , eé
30BYT M OKHO, 1 MasuyoK, — 1 napa npoBepseTca cpasy. Ecam karoy Masuka y>ke 3akpbIT NapoJiem,

YyCTaHOBKa roBopuTt 06 3TOM 1 OCTaHaBAMBAETCA: KJHOUN NnpaBuUT BAajenew,.

CHATME M ocMOTp Masuka — Ha ero cepsepe. Oba wan Ha naeum no ymonyanuto, Kk MAIN VPS.
Masuok, 3aBeséHHbIN Yepe3s SECOND VPS, cHMManca «ycnewHo»: Tam ero karoda He 6b110, cepeep
oTBeuvan «ok», a kntoy octaBanca Ha SECOND VPS. Tenepb nieun 6epyTcs U3 COCTOAHUSA, COCTOAHME
MOMHMWT, rA4e KAHY NPONUCbIBaNCA, KaxXoe Nnaeyo CrnpalivBaeTcs OTAENbHO, U «Kjto4va He Bblno» ¢
APYroro cepsepa ycrexom He cuntaeTca. He OTBETMIO MeCTO perncrpaLmm — CHATUE 3aBepLuaeTcs

OLLMOKOM 1 OCTaBNAET COCTOSIHME A4 NOBTOpPaA.

Mopt SECOND VPS poxoaunt go noakatoueHnsa. Macrep | AIPECA | 3anucbiBan NOpT, HO pe3oaBep
€ro He OTAaBa: KANEHT TyHHensa nucan 6aok 6e3  Port , npoba okHa n | check-routes cryyannce Ha
22, dannbl 1 pabounin cTon vepes BTOPon cepsep Wan 6e3 —p . Tenepb NOPT y BCEX, M MEPEHOC U3

~\.ssh\config 3abupaet ero Toxe.



MmeHa BTOporo cepBepa — B mactepe  A[IPECA . [Nog Tabavuen Tpy Nons: Ms xocTa B

~\.ssh\config , nMs nosepx cloudflared n nmsa knroua. MimeHa c npobenamu 1 3HaKamu He MULLYTCS.

Include B ssh config. MpoBepka MeHn nckana cTpoky Host Tosbko B ocHOBHOM daline, n cbopka
kHonkou | TPAHCINOPT  3ameHsna pabouumii pa3gen BTOPOro cepBepa MeTKOM, eCN XOCT ONMncaH BO
BKIOUEHHOM daiine. Tenepb pa3bop packpbiBaeT Include , NpoBepka cripalivBaeT U cam  ssh —G |
A\Ba UIMEHW MPOBEPAIOTCA OTAE/NbHO, @ METKA, KOTOPOWN HEYEM 3aMONHNTLCA, He 3aTupaeT pabouyto

CTPOKY: CTPOKa BEPETCA U3 NPEXXHErO TPAHCMOPTA, U OKHO FOBOPUT, UTO OCTaB/EHO.

Touka SSH BEACON — TonbKko cBoi KaHan. VHankaTop 3acumtbiBan ntobow ssh ¢ Tem e Homepom
nopTta. Tenepb KaHan — 3TO ssh, 3anyLeHHbIV gep>KaTeseM 3TON MaLUVHbI, C €€ KAKUYOM 1 e€ NopTOoM,

NPOXMBLUUIA AONbLUE ABaALATA CEKYHA, MONIOXE — «MOAHMMAETCSA».

MpoBepku: HOBbIN | Test—-Beacon — napa 6e3 napons v pacno3HaBaHWe 3anaposieHHOW, OCTaHOBKaA
KaHana, BbIOOp MnJiey, pelleHne o CHATUM, CBOU MHAMKaTop; Test-Targets — Include, nopt, nmeHa;

Test-Transport — pabouue CTpoku NepexrBatoT nepecbopky.

1.10.0 — 10 ceHTAb6pa 2026

BropoW cepBep nepeHocuTcA caM. MaluvHa, HacTpoeHHasa J0 3anuck | second , Jep>KUT BTOPOWA
cepBep ToNbKO B | ~\.ssh\config — Tak ero nponucbiBan KaneHT TyHHend. 1.9.0 Takyto MalmnHy He
y3HaBa: oTAaBas 06pa3LoBble MMEHA, 1 NepBas e cbopka KHonkow = TPAHCIMOPT ' yBoauaa NaHenb
BTOPOro cepBepa Ha XOCT  second-vps , KOTOPOro HET HUTAe, C OTYETOM «CcobpaH». Tenepb OKHO nMpw
3anycke HaxoAUT BTOPOW cepBep B 610Ke KNNEHTA TYHHENs — XOCT, KOTOPbIV He FNaBHbIN, 1 ero
BapuaHT nosepx cloudflared pagom — v nepeHocut 3anuck B | targets. json . MawwnHe 6e3 BTOporo
cepBepa 3aBOAUTCA MycTas 3anucb U3 obpasua. Mactep | TPAHCINOPT  noacTaBAsieT MMsi BTOPOTO
cepBepa, TO/IbKO eCIM OHO onuncaHo B | ~\.ssh\config , a MHaye ocTaBAAET METKY He3anoNHEHHOW 1

rOBOPUT, UTO Caenathb.

Aapec BToporo cepBepa — kHonkoi  A[IPECA . Ctpoka | SECOND VPS ctouT B Tabanue psgom ¢
MallMHaMuM 1 NULLIET B targets.json none host . [locne 3anncm okHO cBepseTca ¢
~\.ssh\config : nMeHn HeT — 30BET  YCTAHOBUTb B pasgene TUNNEL , agpec apyrovi — roBopwuT,

rae ero nonpaBnTb.

KHonka | SSH BEACON . ObpaTtHbI/ npobpoc ssh — oCHOBHOW cnocob no3BaTh MaLUMHY CHAaPY>XU —
XKWN TONbKO B KOHconW. KHoMKa B pAgy «3Ta MalinHa» pasgena  TUNNEL noaHumaet ero yepes
SECOND VPS van tonbko yepe3 MAIN VPS, ocMaTpuBaeT U CHUMAET; KaXka0e AeNCTBNE — MPEXHUIA

Bpannep ssh-beacon-*.cmd . Touka roput 3enéHbiM, Noka ssh aep>xuT npobpoc. B TekcTax cueHapus



npobpoc cHoBa 30B&Tcs | SSH BEACON |, kak KHomnka v Bpannepsbl: | SSH SERVER ocTanocb MMeHeM

A0poru.

CHaTMe masuka 6osblue He octaBaseT ssh. B PowerShell 5.1 eguHcTBEHHBIV fep>kaTenb KaHana
NPUXOANA 13 GYHKLMN OAMHOYHOM 3anuncbto 6e3 Count , n mpoBepka npomnyckana nouck ero ssh:
Aep>katenb ocTaHaBAMBanCA, ssh npogoakan gepxaTb NOPT Ha CEPBEpPE, a CLLEHapPUN OTUNTbIBANCA
«KaHas onyleH». Tenepb CNUCOK Aep>kaTeNen BCeraa MacCmB, CHATUE XAET yXo4a U Aep>KaTeNnemn, n nx
ssh, a oTka3 octaHOBUTb ssh genaeT cHATME OWMOKOW. YCTaHOBKA He MOAHMMAET BTOPOro Aep>kaTens

PAAOM C HE OCTaHOBUBLUMMCA MPEXHUM.

MpoBepkun roBopaTt npaBgy. Test—Cli cpaBHMBaN NOAHBIN NyTb Bpannepa ¢ Mackon  *\Tools\* ,
a npoekT nexut B E:\TOOLS : oTcenmBanncb BCe Bpanmnepsbl, M CTPOKa «y KaxA0ro Bpannepa ecTb
KHOMKa» ropena 3eNéHbIM, He MPOBEPUB HU OAHOTO. [TyTb TeMepb OTHOCUTENbHBIN, YNCNO
NMPOBEPEHHbIX NeYvaTaeTcs, a CBepKa 3HAeT, YTO OKHO 30BET CLeHapun 1 Hanpsamyro.  Test-Targets
6pan pabounin  targets.json , KOTOPOro B MCXOAHWMKAX HET, U Ha YMCTOW KOMWUW Nagan NepBom
CTPOKOW; Tenepb OH CTPOUTCA 13 obpa3ua N NPoOBepPSAET NePEeHOC BTOPOro cepBepa Ha CUHTETUYECKOM

ssh config.

AokymeHTbl. README onuceiBaeT npodunab MallmHbl Kak OH eCTb — 3TO cama narnka AaHHbIX — W
6osblue He 30BET K Wwary | SCHEDULE : 3agaHuni nporpaMmma He 3aBoguT. SKILL.md n pykoBoacTBa
6osblie He onucbiBatoT WG-MasauokK 1 ero kakou, a noAckaska KHomnkn | OTMEHUTD | He ccblnaeTcs Ha

MCYE3HYBLUYHO KHOTIKY.

1.9.0 — 10 ceHTA6psa 2026

BropoW cepBep — 13 targets.json . Aapec Toukm cbopa, umeHa eé xoctoB B | ~\.ssh\config |,
KNHOY M yYETHaA 3anncb Honblue He 3almnTbl B Koge. OKHO, KAVEHT TyHHens, pabouuni cton, darinbl,
npoBepka AOPOr, Mask N UMNOPT Katoven b6epyT nx u3 3anucn  second B targets.json — uepes
obwmn  Engine\Targets.psl . B obpa3ue cToAT HenTpanbHble | second-vps , | second-vps-cf w
second_vps_ed25519 , agpeca HeT: 6e3 Hero Touka He NPobyeTcs, a KAMEHT TyHHeNd ocTaBaseT

NPEeXHIor 3anmcb BToporo cepeepa B ~\.ssh\config kak 6blna n roBoput 06 3TOM.

Paszgenbl TpaHcnopra | second u | second—cf . B 3arotoBke OHM CMEHWAN NpPeXHWe MEHa, a UMeHa
XOCTOB MOZACTaBASET MacTep TPAHCMOPT . Ha maluunHe, rae TpaHCMOPT cobpaH NpexHen Bepcunen,

naHesb BTOPOro cepBepa OXMBET Nocae NOBTOPHOM cOopkm KHomnkow  TPAHCHMOPT .

Cepsepbl B Tekctax — MAIN VPS u SECOND VPS. Nognucuy, noackasku 1 AoKyMeHTbl 6oabLue He
Ha3blBalOT MPOBaNAEPOB, FOPOA N CTPaHy BTOPOro cepsepa. /13 noackasku KnmeHTa TyHHenNs yLén

naeHtndukatop tyHHens Cloudflare.



MnaH 3epkana y kaxkaoro cBou. config\mirror. json Bbiwen u3 nctopumn, B cbopky eset
config\mirror.sample.json : 3epkano 6epét obpaseL, Noka cBoero cnvcka Het. Cam naaH ctan
pa3/iMymMemM MallMHbl — OH CK/aZblBAeTCs B ManKy AaHHbIX M BO3BPALLAETCA OTTYAa B CBEXYH

pacrnakoBky.

Mecrta n aapeca — TOXKe U3 AaHHbIX. TeKCTbl 30BYT MecTa No MawmnHam — BASE n HOME, a He
6bITOBbIMU cnoBamMu. [pamble 06€pTkM pabouero ctona  connect—*-lan.cmd , npoBepka AOPOr U
MacTep TyHHens Ao poyTtepa bepyT agpeca cTaLmoHapa n poytepa u3 | targets.json , a He U3 KOAa;
yMoOyaHue ceTer TyHHeNa — OAHa | 192.168.1.0/24 , CcBOM XMBYT B | routes.txt . loackasku ana
MallWH rnapka nepeexanu U3 nNporpamMmsbl B narky gaHHbix. install-wireguard.cmd cHoBa
paboTaeT: OH 3Bas CLEeHapui, KOTOPOro yxe He 6b110. README yaanéHHoro foctyna onmncbiBaeT To,

YTO eCTb Cenvac, n NPAMO roBOPUT, YTo paboumii cton no RDP elwé He npoBepsacs.

MNpoBepku: Test-Targets — BTOpOW cepBep B 0bpa3Lie 3aBeséH 6e3 agpeca 1 C HENTPaNbHbIMU
nMeHamu; Test-Transport — pasgenol second wn second-cf cobupatorcs; Test-Machine —

pa3nw-||/|l7| MallNHbI LWeCTb.

1.8.0 — 10 ceHTA6pA 2026

Hactpoikn okHa — cHOBa 4acTb NporpaMmmsl.  config\gui-settings.json — Tema, A3bIK,
TePMUHaN, KOpeHb apxmBa, Napbl  CUHXPO , BbIGpaHHbIE JOPOrN — YUCANACA CPEAMU Pa3NNYNIA
MalLLVHbI: OKHO MOC/e KaXOoW 3anncu KONmpoBaso ero B Manky AaHHbIX M BO3BpaLlano oTTyja B
CBEXYH pacnakoBKy. Tenepb danin XUBET TONbKO B nanke nporpammbl. Cbopka, pacnakoBaHHas 6e3

Hero, BCTA&T C HaCTPOMKaMM MO YMONYAHUIO.

MyTb K Nanke AaHHbIX B HacTpoiikax 6osblie He nuwertcsa. None  DataRoot  nosTOpsAno ykasatesb
config\profile.json , 1 OKHO €ro TONbKO 3aMMCbIBa/O: MYTb K AAHHbIM OepéTca 13 yKasaTtens uim
13 nomcka pAasoMm ¢ nporpammon. Konua yctapeBana npu NnepBoM Xe nepeHoce — B KOMIIeKTe
HoyTOyKa oHa noka3biBasa E:\TOOLS\Audion Backup , koraa nanka gaBHo 3Banacb  Audion

Backup Laptop .Y Nyt K AaHHbIM TENEPb OAWNH XO3AMH.

Tests\Test-Machine.psl npoBepseT 0be CTOPOHbI: Pa3ANyMI MaLLVHbI NATb, HACTPOWKM OKHa B
AaHHble He YXOAAT, @ KOMuA OT MPEeXXHUX BEPCUA, OCTaBLLAACA B AaHHbIX, B MPOrpamMmmy He

BO3BpalLlaeTca.

1.7.0 — 8 ceHTAbpa 2026

Mporpamma nepenmeHoBaHa: Audion Sync Tools . [IpexHee nma onucbiBaso To, YeM OHa

HauymHanacb, — cHUMOK Build-cteka. Cenyac 310 AByXNaHeNbHbIV AMCMEeTYEP BCErO XO3AMCTBa:



MaLUWHBbI, POyTepbl, cCepBepbl, KOP3MHbI R2, obnaka, TepMUHanbl, TyHHeNW, Npobpockl, 3epkana; 63kan
— OfHa u3 gecatu ero pabor. Vima BctaéT B cembto | Disk Tools , DevOps Tools , Get Tools , u

ob6a cnoBa NOHATHbI 6e3 NnepeBoja.

Manka Tenepb | E:\TOOLS\Audion Sync Tools , 3Hak — «S» M3 ABYX BCTPEUHbIX CTPEIOK
( Assets\SyncTools.ico , WwecTb pa3mepoB OT 16 fo 256). BHyTpu nma 3ameHeHO Be3je, BKItoYas

nyTn TPpaHCNOPTa, MPOBEPEHO A€/IOM — MOCN€E nepee3fa YMNTaroTCAa U MallUHbI, K obnako.

CBoOiA K/IIOU NpUIoXKeHNA Ana obnaka — cBoum peiictBuem.  clouds—key.cmd  MeHseT
client_id ¥ client_secret Y 3aBeféHHOro obnaka, He Tporas HM UMEHW, HU MPOYMX HACTPOEK, a
clouds-reconnect.cmd o06HOBASET NPOMNYCK — TOT, MO KOTOPOMY rclone XoAnT BMeCTO YenoBeka.

Mepeco3gasatb 06/1aK0 PaAn CMeHbI KatoUa 60/blie He HYXHO; B OKHe 3TO KHOMKW | BOUTU 3AHOBO 1

neHTta  CLOUDS .

XBoct | client_id npoBepseTcs cpa3y: oH 0653aH KOHYATbCA Ha | .apps.googleusercontent.com .
Obpe3aHHbI NpW BCTaBKE KAKOY BbIFAAMT Kak paboumnii, Ho Google oTBeYaeT Ha HEro «KJMEHT He

Hal‘/’lﬂ,eH», 7 pa36mpaTeanTBo 3aHMMaEeT YaC — Ternepb cu,eHale7| roBoput 06 3TOM A0 3arncu.

KonupoBaHue n nepeHoc cnpawumsaloT nepeg agesnom. Ha cBoém ancke 3t1o popManbHOCTb, a 34echb
Ha APYrom KOHLLe 4yy>as MallnHa, cepep nam 06a1ako: Mpomax no KaaBumile CTOUT 4OPOro, a OTMEHUTb
HeueM. Tenepb F5 n F6 nokasbiBatoT, 4To HepyT, OTKyAa M KyAa, CKONbKO OOBEKTOB 1 NEepBble MMEHA;
ANA nepeHoca f06aBAAk0T, UTO B UCTOYHUKE X HE OCTAHETCS; eCNn B MPUEMHMKE eCTb COBMajaroLLmne
MMeHa — Ha3bIBaloT UX N MpeaynpexAatoT O nepesanncy; a korga oba KoHua — ofHO obnako,

rOBOPAT, YUTO Pan/ibl MEPENOXNUT Cam NpoBanAep, MUHYA 3Ty MaLLUUHY.

CnpalumBaroT 1 ocTa/sibHble AeNCTBUA, KOTOpble NULYT HapyXXy. CHMOoK Build-cteka B kop3nHy —
C HaNOMWHAHWEM, UYTO CTapble CHUMKM BbITECHSHOTCSA, U MNOACKa3KoM Npo KHorKy | MINAH . O6HoBAeHWe
BCEX 3epKasl — C HarOMMHaHWeM, YTO MECTHas KOMUs PaBHAETCA MO cepBepy. YaaneHue, 3epkano u

CYHXPOHM3aLMA CNpaLllvBanu 1 paHblle; NepeMmMeHoBaHWe 1 Co3AaHve Nanku crnpatunBaroT UMS, Yero

[OCTaTOYUHO.

Knroun obnakoB nepexkuatrot nepeycraHoBky Windows. DPAP| 3aneyatbiBaeT Ha 3TOro
nosib30oBaTeNs 1 3Ty cuctemy: nepectasman Windows — 1 3aHOBO NMpoOXoAun BXoA BO Bce obnaka.
TOKeHbI MPW 3TOM HU MPW YEM, OHM K MaLLUVHE He NPUBA3aHbl — NPUBA3aH TO/bKO 3amMoK. [ToaTomy
3Ta/IoH KOHUra Tenepb KNAZETCA TyAa, rAe HUYero He nepeycraHaBanBatoT:  clouds—push.cmd
oTnpasnseT ero Ha cepsep B ~/.audion/clouds.conf c npasamn 600, a clouds—pull.cmd
3abupaet Ha ntobyto MalnHy. MNaposib OT KOHGUra Ha CepBep He ye3XaeT: OH JIOXKUTCA B CKNaZ
K/HOYeW, B Manky AaHHbIX, U Mepee3xaeT KOMMIeKToM ( export—keys.cmd /| import-keys.cmd ).
CepBep Aep>XWT 3aMOK, CKaj — KJIOY OT HEro; MOPO3Hb HU TO, HN Apyroe He oTKpbiBaeTcs. [opasok

A5 HOBOM MalUWHbI: UMMNOPT Karoyer, notom | clouds—pull.cmd — v HYM OAHOrO MOBTOPHOTrO BXOAA.



Konua mexxay AByMmA akkayHTaMu ogHoro obiaka UaEt BHyTpu npoBaiaepa. Korga o6e CTOpoHbI
— oavH 1 TOT Xe Tnn (aBa Google Drive, aBa Dropbox), okHO gobaBnseT —-server-side-across-—

configs , 1 AaHHble BOOOLLE HE MPOXOAAT Yepe3 MalLMHY: NpoBanjep nepeknasbiBaeTt Ganbl y cebs.
Mexay pa3HbiMU 061aKkaMm Takoro NPOTOKOJIa HET, MO3TOMY diar CTaBUTCA TONbKO Ha COBMaatoL i

TN — KOMaHZAa A0JI>KHA YE€CTHO OMMUCbIBATh TO, YTO MPOU30MAET.

MeperoH mexxay pasHbiMu 06/1akaMu MOXKHO NOpPyunTb cepBepy. YEPE3 CEPBEP B pa3zene
CLOUDS (1 clouds-send.cmd ©3 KOHCONM) BEPET NEBYIO NaHENb KakK MCTOUYHMK, MPaByH Kak
NPUEMHWMK ¥ 3anyckaeT rclone Ha cepBepe: y HEro KaHan jata-LeHTpa, a He AoMaluHuK. Kntouum yxoaat
TyZia NePEMEHHbIMWN BHYTPY CLIEHapWs, KOTOPbIV BbINOAHAETCA Yepe3 | ssh .. bash —-s , — Ha anck
cepBepa He JIOXMUTCA HUYEro, B CrncKe NpoLeccoB BUAEH TO/bKO | bash . [lposepeHo genom: nocne

nporoHa ~/.config/rclone Ha cepBepe OCTa&TCs MyCTbIM.

MpoBepka o6nakoB cuntaetr MecTo U noaBoauT urtor. clouds—check.cmd v kHonka  NMPOBEPUTb
Tenepb MO KaxzoMmy 06/1aky roBOPAT He TONbKO «OTBEYaeT», HO 1 CKOIbKO TaM CBOBOAHO, a B KOHLie

— CKOJIbKO CBO6OAHO no BCEM Cpasy. I',u,e Yy obnaka KBOTbl HET Kak MOHATNA, MECTO He NNLLIEeTCA.

Macrep cnpawumBaet cBOM K04 npuaoXkeHus. bes Hero rclone xoanT obWMM KNHOUOM — TeM Xe,
KaKMM XOAAT BCe ero no/b30BaTeNn: KBOTa OJHa Ha BCeX, CKOPOCTb HUXKE, B Yac NuK oTka3sbl. CBOW
katou npuHumatot Google Drive, Dropbox, OneDrive, Angekc.Auck, pCloud n Box; MEGA u Proton
Drive Takoro He atoT BOBCE, Y HUX BXOJ IOTUHOM W napoaem. [leno f06poBoabHOE: NPOMNyCcTUA

BOMpoc — paboTaeT 1 Ha obLuem.

O6naka paboraloT Bcemu KHOMKaMK, a He TO/IbKO KONMUpPoBaHUEM. rclone ymeet onucbiBaTb
remote nepemMeHHbIMN OKPYXXEHUS, K 3TO PELLMIO 3aja4y LLeIMKOM: KOHOUT Y BCEX BbI3OBOB OCTa&TCA
0ObIUHbIV, MaLLWHbI U KOP3MHbI Ha MecTe, a obnaka gobasasatoTcs nosepx. [o3ToMy MM AOCTYNHO BCE
TO Xe, YTo U MawwmHam, — F5, F6, F8, F2, F7, F11 «06HOBUTb», F12 «3epKano», CUHXPOHM3aLMS,
cBOBOAHOE MECTO NoA NaHesbko U OTMETKM No Macke. Camu onepaumm npo obaaka HAYEro He 3HaKT
M 3HaTb He A0JIKHbI. Kntoum npu 3TOM He nonagatoT HY B KOMaHZAHYH CTPOKY, HW BO BPEMEHHbIEe

dannbl: X BUAMT TONbKO rclone, 3anyLLeHHbIN oTCroaa.

MosaBunca pasgen CLOUDS. Obaaka CTOAT UCTOYHUKAMU HaZ MaHensMun psgom ¢ mawmHamu: Google
Drive, Dropbox, OneDrive, Angekc.Aunck, pCloud, Box, MEGA, Proton Drive — kakue 3aBeaéte. Gain
NaET n3 obnaka B 061aK0 MM Ha MaLLVHY O6bIYHBIM KONMUPOBAHNEM, TEMU XK€ KHOMKaMK, YTO 1 BCE

OCTa/IbHOE; HMKAKoro 0coboro peXnma nepeHoca HeT.

Knroun obnakoB nexxar otaenbHO U 3awumdppoBaHHbIMU. B 0bwem | rclone.conf 1M He MecTo:
TOT daln OTKPBIT 1 €34UT MEXAY MallMHaMK B KomnaekTe katover. Obnaka XXMBYT B CBOEM
config\rclone\clouds.conf , 3awmndppoBaHHOM cammm rclone, a Naposb OT Hero — B

clouds.key , 3aneuyataHHoM cpeactBamu Windows Ha 3TOro noab3oBaTens u 3Ty MalUVHY:



nepeHecéHHbI dalin He oTkpoeTcs. MNaposb HUrAe He NoKasbiBaeTCs U B KOMaHAHYH CTPOKY He

nonagaet — rclone nony4aet ero nepeMeHHOM OKPY>XeHWs Ha BPeMs Bbi30OBa.

Bxop, B 0651ak0 genaet uenoBek, a He nporpamma. KHonka MOAKMNYUTD oTKpbiBaeT KOHCOb
rclone: rae y obnaka ectb OAuth — oTkpoeTtcs bpay3ep, rae HeT — rclone cnpocKT NOTWH 1 Napob
caM. [porpamma B 3TOM pa3roBOpe He yYacTBYET, el JOCTAaETCA TONbKO BblAaHHbIV KAtoY gocTtyna. U3
KOHCOJIN TO e AenatoT Bpannepsbl:  clouds—-add.cmd , clouds—-remove.cmd |, | clouds—-check.cmd ,

clouds—-keys.cmd , a clouds.cmd  moka3biBaeT CUCOK.

OTmeTKM No Macke. B Lianke kaXaon naHesn BCTana KHOMKa C BOPOHKOW: Macka Buaa | *.zip |,
2026—* , HECKO/IbKO Yepe3 npobes, nycras cTpoka CHUMaeT Bce oTMeTKW. KHOMKM wankun 3aogHo

YMEHbLUEHbI Ha YETBEPTb — OHU cny>|<e6Hb|e.

Pap HaBepxy pa3penéH Ha Tpu 6210ka. NYTb |, | PEXKUMbI | 1 | MOTOKMW  CTOAT B CBOMX paMKax: Ha
obLuen NoANoXKe pasjenbl YUNTaNNCh Kak OBbIUHbIE yripaBaatoLme KHonku. baok nytn nepeHocut

KHOMKW BHYTpW cebs, a He 0bpe3aeT X Ha y3KOM OKHe.

KHonka J10M ctana LAN . OHa He TyHHEe/ b 1 He Mall1Ha, a Cnocob MATK MO MecTHOMY agpecy 6e3

nocpeaHKoB — 1 CJI0OBO 06 3TOM roBOpPUT NpPAaMO.

[ocka popor pasnoxxeHa no cronbuam. Y kaxzaou JOporv CBOW cTonbeL: ogHa v Ta Xe gopora
CTOWT Y BCEX MALUVH Ha OAHOM MeCTe, MyCcTas KaeTka 3HauymnT, YTO Takou AOPOrN y MaLUMHbI HeT.

PaHbLue CTpOKa pocia CBO6OAHO, N ndaTaa gopora A3antora o6pe3anaCb KpaemM OKHa.

Mop naHenblo BUAHO, CKOJIbKO TaM OCTasIocb MecTa. Ha cepBepax 3TO rnaBHOE UMC/IO: BAE3ET /U TO,
yTo cobmpaeLlbes knactb. CUMTaeTCca A5 OTKPBLITON Nanky, a He AN MalWHbI LLeIMKOM — Y MaLUUHbI C
avckamn C: m | S: uymcna pasHble, M OAHO Ha ABOWUX Bpano bbl. B KOpHe, rae CTOUT CMMCOK AMCKOB,
He MULWeTCs HUYero: y Kaxzaoro cBoé. OTBeT no ssh MAET cekyHAY-ApYyryro 1 noToMy bepércs
OTAENbHbIM MPOLECCOM M 3aNMOMMHAETCA Ha MATb MUHYT — OKHO He XAET. Y Kop3nH R2 mecTa He

rMoKasblBaeM: TaM OHO HEe KOHYaeTCs, TaM CYET 3a XpaHnMOoe.

Toukm poctyna ywnm us ¢paiioBbiX naHenen. VICTOUHMK, 4O KOTOPOro ceryac He AoCTaTb, BCEé
paBHO BMAEH N OTKPbIBAETCA MOMbITKON — OHa W CKaXkeT NpaBAy BepHee Npobbl, CHATOW MUHYTY

Ha3ag. ToukM OCTaNnCh TaM, FA4e PeLIatoT: y MallVH U POyTepoB B PAAY TEPMUHANOB.

KHonku mawmH cobupatrorca us ¢painna uenei. Vix 661110 BoceMb, MO KHOMKE B pa3MeTKe Ha KaXayto
MalLLVHy, 1 AeBaTas noTpeboBana bbl NpaBku B TPEX MecTax. Tenepb Habop 3a4aéT | targets.json :
K/IOY C MPUCTaBKOW  router- yxoauT B rpynny poyTepoB, OCTajibHble — B rpynny MalluH, MOPSA0K
kak B panne. lMoackaska Hag KHOMKOW cobupaeTcs OTTysa >Ke — OnmncaHue Liesv, COBET Ha Cay4dan
MOYaHMA, OroBopKa NPo Bxog no napoato. Mactep  AOPECA TOXe nepectan gepxaTtb CMCOK MaLUnH

B cebe.



SECOND VPS nosBw/ica B naHensx. Touka cbopa OTKpbIBAETCA Kak OBbIUHbIA MCTOYHUK — PAAOM C
MalMHaMU 1 KOp3uHaMu, — 1 Gann KnageTtca Ha Heé nepeTackmBaHMeM, Kak Kyaa yrogHo ewgé. /13
AOMa fopora Ao Heé npsmas, 6e3 VPN; rae eé ssh pexyt, pabotaeT 3anacHas nosepx cloudflared.
YuéTHas 3anuncb 1 ka4 He nepenncanbl B KOHOUT rclone: ums xocta  second-vps  yxe OnvcaHo B

~\.ssh\config , oTTysa ssh nx n 6epér.

Y ssh-masuka Tenepb gBa nneva Ha Bbl6op. ssh-beacon-fast.cmd  nogHwmaeT ero yepes
SECOND VPS — oHa oTBevaeT NpMMEpPHO Ha COPOK MUANNCEKYHZ BbICTpee 1 13 soMa AoCTukmma 6e3
VPN, Ho cTtouT BHYTpW CcTpaHbl. ssh-beacon-private.cmd — yepe3 MAIN VPS: gonblie ctaButcs,
3aTO TPaPUK He 3aXOAUT Ha y3es BHYTpW cTpaHbl. OcMOTp 1 cHATMe — | ssh-beacon-check.cmd  un

ssh—beacon—-remove.cmd .

Uncno notokoB 3agaéTca B OKHe. rclone genvt oguH danin Ha NOTOKM TONbKO HaumHas ¢ 256 MB, a
Ha LUMPOKOM KaHaie BbIMTPbILW 3aMeTeH KyJa paHblue: Ha ABYX rurabavtax Ao BASE oguH noTok gan
167 Mb/c, Bocemb — 180. [Nopor onyLeH A0 LWecTHaaLaT! MerabanT, a YMCI0 NOTOKOB BbiGMpaeTcs
CMMHHEPOM B pagy pexumoB — 1, 2, 4, 8, 16, 32, m0 yMOA4YaHUIO BOCEMb. 3HaYeHe 3anOMNHAETCS

MeXay 3amnyckamu.

OKHO cTan0 HUXKE Ha 3TaXK. Pasbl pa3bexanncb No cmbicay. lopora n NOTOKM — HaACTPOWKK BCErO
OKHa, ¥ OHW BCTann PAAOM C PeXMMaMU: CNeBa NyTb, CripaBa MNOTOKW. TepMUHaAbl MaLIWH 1 POYTEPOB,
npobpockl pabouero ctona, Be6-MOpAbl M NPOKCK, BbIGOP NpOrpamMmmbl TepMUHaNa — 3TO eXeAHEeBHas
paboTa, n oHa cobpanack B HoBom pa3zese TRANSPORT. B TUNNEL octanock To, YeM CBSi3b YCTPOEHa:
KAVEHT TYHHENS, MasyokK, MapLUpPYTbl, KAKOUMN poyTepa — Tam €€ CTaBAT N YMHAT, B TPAHCNOPTE ero

MONb3YHOTCA.

SERVER MIRROR 1 R2 BACKUP cannunce B STORAGE. O6a pasaena npo 04HO 1 TO XXe — rae aexart
Konuu. Tenepb B NaHeNsix pasoM BUAHbI U HOYHbIE CHUMKMW, U Narnka JaHHbIX, 1 KOP3WHbI  audion—
backup , audion-releases , audion-share , n cam cepBep: danin 13 KOP3nHbI Ha CepBeEpP U

obpaTHO NAET 6e3 nepekntoueHns pasgena. KHonku 3anmekum B R2 BCTanu B Ty XKe NEHTY, CnpaBa.

TyHHenu >XMBYT Ha TOM KJINEHTe, KOTOPbIA Ha MaLlMHe y)ke ecTtb. Ha mawunHax ctout Red Shield
VPN, a oH pabotaet Ha AmneziaWG. [JpariBep B cucCTeMe OAMH Ha BCEX, U 3aHABLUMI NePBbIM peLuaeT
3a OCTa/IbHbIX: Bepcns Amnezia ymeeT 1 06dyckauunto, n 0bbluHbii WireGuard, 06bluHas — TONbKO
06bIuHbIN. OTCtoga 1 Habatoganock, uto VPN He coeamHANCA, Noka HalW TYHHEAM CTOSAN Ha
KJlaCCMYEeCKOM KneHTe. Tenepb TYHHENb CTaBUTCSA Ha TOM, UTO y>Ke YCTaHOBJ/IEHO: HE MOTOMY, UTO OH
nydue, a Ytobbl He oTHMpaTh y Yenoseka ero VPN. CBON KAMEHT NporpaMMa He CTaBUT U Yy>XKOW He

Tporaer.

I'IporpaMMa nepecrtasia nokKkasbiBaTb HeGbll’lVlLl,bl. CocrosHue TYHHENA CnpalinBaioCb y | wg.exe ; a

TYHHENN CTOAT Ha AmneziaWG — u O6b|l-IHOMy KNANEHTY OHU HE OTBEYAKOT BOBCE: | Wg show



interfaces Bo3Bpallan nyctoty npu paboTatoem TyHHene. Tenepb onpallvBatoTCA BCe KANEHTBI,

Kakne Ha MallnHe eCTb, 1 OTBETbl CK/1a4blBakOTCA.

Yac, Ha KoTopbIii BCE 6b110 MepTBO. Bo3pacT pykonoxatusa cumtancs yepes  Get-Date -UFormat
%S , @ OH OTAAET MeCTHOe BPeMs MoJ BUAOM BCEMUPHOrO. PasHyLia pOBHO Ha YaCOBOW MOAC: CBeXee

PYKOMO>XaTune NnokKasbiBaaoCb LWECTUYACOBbIM, U >XNBOW TYHHENb BbIr1a4en MépTBbIM.

Appeca Ha3biBaeT TOT, KTO ux pa3aaér. OKkHO Masiuka NoKa3biBaao 3aHATbIe agpeca 1 npeanarano
CcBOOOAHbIV, CUMTas UX NO CBOUM darinaM — Mo LefsM 1 No KOHPuUram psagom. Beixoamna Bblgymka: B
CrnMcKe 3HAaUYNANCh afpeca, KOTOPbIX Ha cepBepe HeT BOBCE, @ CBOHOAHBIM Ha3blBaNCA JaBHO 3aHATbIN.
Tenepb OKHO cripalimBaeT TouKy cbopa, a MacTep BbIMUCKM NUpa — PoyTep; MoaYaT — Tak Y FOBOPUM,

BMECTO TOro Ytobbl NoACTaBUTL Aoraaky. lNone BBoAa agpeca yopaHO: ero Ha3HayaeT TOT, KTO pa3zaérT.

CBOW KOH(MUr ULLLeTCA paHblue BbiNUcaHHbIX. CLueHapuii, He Hanas csoero, bpan caMbli CBEXUI U3
BbIMMCaHHbIX MAaCcTEPOM — Yel Bbl OH HM Bbin. Tak Ha ZOMALLHIOK MaLUVHY nonan KoHGUr pabouen: ¢
eé K/IF0YOM U e€ aZipecoM, KOTOPbIN poyTep 3TOMY KAtOUy He paspeluaeT. [NakeTsl oTbpacbiBaanch

MOJ14a, Ha Nobom KJINEeHTE, N BbITNAA4E/10 3TO KaK «MoAHAN N TULLNHAa».

Manka gaHHbIX 30BETCA Mo MmawmnHe. Audion Backup Laptop , |Audion Backup Work |l — nms
BMAHO CHapy>xwu, n cnos  Machines\<uma> BHyTpwu 6osblue HeT: Nanka caMa cebe npoduab. Mpodunb
NPEXHMX CXeM NOAHMMAETCA B KOPeHb NPW NEePBOM e OTKPbITUW. [1py nepBOM 3anycke nanky
yKa3blBaeT YeNoBeK — B HeW KJIouUn, agpeca 1 Naponb poyTepa, U CaanTbCA B HEE Mo gorajke

nporpamMmMa He byzeT, Aaxxe Korga nanka pszom oAHa.

KHonka MNOAHATb BCEMAA . KnneHT 3aBOAWT Cy>6y C pyUHbIM 3aMyCcKOM, U AN MaLUMHbI, KOTopas
XOANUT MO UY>KMM CETSM, 3TO BEPHO: BKIKOUMA KOMMbIOTEP Ha paboTe — TyHHeNb He MeluaeT
TamowHeMy VPN, noka cam He NoHazo6uTca. Ho eCcTb MallvHbl, O KOTOPbIX PYKOW HE JOTAHYTbCS:
mMawmnHa HOME nepe3arpy3uiach, 1 CBS3U C HEN HET A0 caeayrowero npuesga. [ns Hux BTopoe
AencTBne nogbEMa nepeBoanT cnyxby Ha aBTo3anyck. ObblyHoe MOAHATb BO3BpaLLaeT pyyHON —

PeXNM NepeknryaeTca TEM Xe Ha>kaTuewm, 6e3 cHATUSA TYHHENA.

Masuok 6epér uma y mawumHbl, a agpec y cepsepa. B napametpax ctoano numa | laptop v agpec
10.13.0.2 , a BTOPOW MalLMHe Nofaraaock BnmMcatb CBOE pykamu. [1po 310 3abbiBanv: MaLLVHbI
BbIMUCbIBAINCh NMOA OAHVUM MMEHEM 1 OTOUpPanu Apyr y Apyra agpec, a nocae nepenmMeHoBaHmsa Ha
cepBepe ocTaBasCs NP NOA NPeXHUM. Tenepb UM 6epETCA Yy MaLlUUHbI, @ CBOW NUP Y3HAETCS NO
KNHOUY W COXPaHAET NpexXHee MecTo — KoY NMepexnBaeT U NepeyctaHoBKY CUCTEMbI, 1

nepemMmeHoOBaHME.

CHaTue nupa ybupaert ero uenmkom. V13 koHbura cepeepa Bbipesanacb O4Ha CTPoKa C KIHUOM, a

[Peer] , nms n | AllowedIPs ocTaBanucb nexatb. [up 6e3 katoua He paboTaeT, HO agpec AepPXKUT —



N cnepyrolas yctaHoBKa bpana agpec Aanblue. 3a napy «nocTaBua — CHAM» Masyvok yesxan ¢ .2 Ha

.5, a Ha cepBepe KONUINCh OrpbI3KK, KOTOPbIX HET B paboTatoLLLemM TyHHese.

KnueHT 6epéTtca cBoen paspagHoctn. Red Shield knagét pagom c6opkun nog amd64 n arm64, n
3anycK Yy>kKor — He Tuxas owmbka: Windows nokasbiBaeT MOAanbHOEe OKHO «HecooTBeTCTBME TUNA
KOMMblOTepa», KOTOpOe He novMatb HU  try , H/ | catch . A cocTofHMe onpaluMBaeTca No Tanmepy,

TaK YTO OKHO BCMnJblBasiO CHOBa M CHOBa NMOBEPX pa6OTbI.

I/I|-|Be|-|'rapb NMoKa3biBaeT MaTpuLy. KTto KyZa Xo4AuT — Ta6n|/1u,e|71: KJIKO4UUK Mo CTpOKaM, MallnHbl No
CTOJ'I6LI,aM, B KJIETKE MAKOC, TOYKa U BOMPOC, eC/qih MallnHa HE OTBETWU/IA. CTpO‘-IKaMM yepes 3andaTyro

6bI10 BUAHO, KTO FAe MPONMCaH, HO He BUAHO AbIp.

KHonku poyTepa cnpalwumBatroT, € KaKUM roBoputb. Poytep 6yaeT He oamH: poyTtep BASE ectb,
HOME nossutcsa, WORK 3aBegértcsa no3xe. B cnucke nokasbiBatoTCA TONLKO Te, y KOro BAUCaH ajpec,

— MoKa poyTep OAMH, BOMPOCa HeT.

CTaBUT K/IMEHT ToJIbKO KHormnka WIREGUARD , u oHa cnepBa cMOTpuUT. CLueHapui Masuka, He Hanas
WireGuard, TaHyn ero yepes winget cam — 1 NOCTaBU/I Ha MaLLVHY, rae AaBHo ctoan AmneziaWG v
rfe OBbIUHbIV KIVEHT He HYXXeH HW AN yero. Tenepb KHOMKa roBOPUT, KaKOW KAWEHT eCTb 1 MoYemMy

BTOPOro He HYy>XHO, a CTaBUT, TONbKO €CNN HET HN O4HOTO.

Bpannepbl yexanu B | Runs . KopeHb nporpamMMbl OUNMCTUACA: TaM OCTaMChb AOKYMEHTbI, Manku n

Start.exe .

Pap, HacTpoWku pasiioxeH no wupwuHe. WATW | cneBa, | UHCTPYMEHTH  nocepepuHe, | 3ANAHUA
cnpaBa — OAHOW CTPOKOW. [IByMsA MNonocaMu psaj YMTanca xyxe: BEpPXHAA Xanacb K 1€BOMY Kpato,
HUXKHAS KOMOM K MpaBoMy, a cepeanHa nyctosana. Fpynna | MAPK onyctena paHblue — €€ KHOMKW

yexanu B pasfen karoyer — v ybpaHa BMecTe ¢ YepTOW, KOTOpas Ux pasgensna.

Moanuncn kHonok 6osbLue He BbIrNAAAT 06pe3aHHbIMU. MHOroToume Ha KOHUe — | TEPMUHAIN... |,
AQPECA... , KOHOUI.. — 03Hayano «OTKPOEeT OKHO BblbOpa», @ UNTaNOCh KakK TEKCT, KOTOPOMY He

XBaTWNO MecTa. YTo KHOMKa CMpPOCUT, CKa3aHO B NoACKa3Ke: TaM AJ1A 3TOro €CTb CTPOKa LLeJIMKOM.

Moanunck TepmnHana nepeBoautca vennkom. OHa cobupaeTcs B KOAe, U Ha aHIIMNCKUIA YXOANO
TONIbKO 3HaYeHMe Ha KOHLe: Bbixoanaa cMecb — | TEPMUHATT: own . Tenepb nepeBOANTCA BCA CTPOKA, U
npv CMeHe A3bika NoANMNCL NepecobrpaeTcs: 06xoA AepeBa CTaBWU BMECTO HEE NCXOZHOE CNOBO U3

pa3MeTKu, Tepas BblIOpaHHYtO Nporpammy.

Papa TyHHens Toxxe B ogHy cTpoKy. CETb cnesa, WHCTPYMEHTb nocepepmHe, 3TA MAUWKWHA cripasa.

NHCTpyMeEHTbI CTOAAN BTOPbIM SPYCOM WM YNTaANCh KaK OTAeNbHbIN pas. CepeanHa — naHesb ¢



nepeHOoCOoM: Mpwu WnpuHe okHa npumMmepHo oT 1400 Touek BCE CTOUT B CTPOKY, @ €CN Cy3UTb CU/bHEE,

KHOMKW yXO4AT BHU3, @ HE CPe3atoTCA Mo Kpato.

A3bik okHa 6epéETca 3 HacTpoek ¢ camoro Hauana. B koge cTtoano xeéctkoe | en , n Npu pycckoMm
OKHe MepeMeHHas A3blka Tak M OCTaBafacb aHIIMNCKOWN: pa3MeTKy BO3BpaLlan 06xoa AepeBa, a BCE,
YTO CObMpaeTCca KOAOM — MOAMUCK U CTPOKU XXypHaia, — LU0 Yepes CI0Bapb U BbIXOAUAO MO-

aHrannckn. Ha kHorke 370 Bbirnsgeno kak TERMINAL: own .

CHATUE MasuKa He MPOCUT NpaB, KOraa CHAMAaTb Heuero. Cyx6bl yxe HeT — ocTaétca ybpaTb nup
Ha Touke cbopa, a 3To pasroBop no ssh. MpaBa 34ecb He NPOCTO NNLLIHUE: MOBbILLEHHbIV NPOLECC 40

cepBepa He AOLWEN, XOTs M3 06bIYHOTO OKHa Kato4 paboTaer.

OTtka3s ssh Ha3biBaeT npuumHy. CkazaHHOe B NOTOK OWNHOK BbI6pacbiBanoCh, 1 OCTaBanoOCh
«nposepb katoy SECOND VPS» — ragan, npaBa nn Ha danine, 4y>KOW v KNOY, MONYNT N CEPBEP.
Tenepb NpnumHa neyataetcqa ciosamu: connect to host ... port 22: Connection timed out

— BUAHO, YTO A€J10 B CETU, a HE B KJIKOYE.

®oH ¢PaiinoBbIX NaHesnen nocBetnen — 26 33 38 BMECTO NOYTU YEpPHOro. Pamku, neHTa, 610K

TepMUHaJa 1 nojgBa OCTaJlnCb NMPEeXxXHNMn.

KHonka | DNS : KTO pa3peluaeT MMeHa U KOMY UX AOBepUTb. Tak BbIrAANT 0OPbIB, KOTOPOro HET:
ajpeca NMUHIYTCA, MapLUPYT Ha MeCTe, @ HX OAMH CauT He oTKpbiBaeTcs. Pa3ragka o6bIYHO OAHa - Ha
ajanTepax NponuncaH JIoKaibHbIN pe3osBep, a TOT He paboTtaet: ControlD , YogaDNS , AdGuard ,

dnscrypt craBAaT cebs Ha 127.0.0.1 u paspellatoT MMeHa camu, WNGPOBAHHBIM KaHalOM.

KHomka cnepBa noka3bIBaeT: Kakve ajpeca CTOAT Ha ajantepax, 4Yto npegnaraet poytep no DHCP (ato
NeXUT B peecTpe pAAOM C 3ajlaHHbIM BPYYHYHO 1 HUKYZa He AeBaeTcs), KTO Aep>XXUT 53-11 nopT v KTO B
nTore CrnpawmnBaeT Hapy>XXy - NOCieAHee 3BEHO HaxoAMTCA Yepes cayxebHoe nms Google, a obpatHas

3anucb HasblBaeT x03aMHa: | dns.google , one.one.one.one , y3ea nposaijepa.

MNMoTom faét BbIOpaTh: OCTaBUTb KaK €CTb, BEPHYTbCSA K pOyTepy Uau Ha3BaTb n3BecTHoro - Cloudflare,
Google, Quad9, AHaekc, AdGuard. BeibpaHHOro cnepea cnpaluvBatoT UMEHEM U NMPOMUCHIBAKOT, TOIbKO
€C/I OH OTBETWJI: MO/TYALLMI pe30aBep OCTaBma Hbl MaWNHY 6€3 MMEH, U YUNHNTb NPULLAOCH Obl
BCenyto. Jlexxauyto cnyxby nokanbHOro pesosiBepa KHOMKa NogHUMaeT caMma. Agantepbl TYHHeNen He

Tporaer.

Ta e KHomnka cMOTpUT cy>kby  NlaSvc - Ty, UTO peLuaeT, eCTb N BbIXOZA HapyXy, K pUCyeT 3HayoK B
Tpee. Korga oHa nexwuT, BbIXOAUT «MHTEPHET Kak Obl €CTb, HO»: CalTbl OTKpbIBatoTCsa, a Windows
nokasbiBaeT rnobyc, npodunb cetv BUCUT Ha | LocalNetwork , u 6paHamaysp 6epét npoduib Hayraga.

KHonka BO3BpaLlaeT cny>|<6e adBTO3aMnycCkK - LWWTaTHOE A/iA Windows 3HaueHue - 1 nogHNMaeT eé.



MpuBaTHBIN KAKOY 3aKPbIT Be3je, rae IeXXUT. 3alnanca Toabko ¢ann | .Kkey |, a TOT Xe KoY
CTOWUT CTPOKOW | PrivateKey BHYTpM .conf - 1 KOHOUIM MMCaAnNCb C MpaBaMu, YHaCIeL0BaHHbIMU
oT mecTa. Ha | E:\TOOLS 370 «[Tonb3oBatenn» c uteHvem u «lpolueaLune NpoBepKy» C N3MEeHeHNeM:
coceA Mo cMcTeme MOr NPoYnTaTh KAKOY U NOAMEHUTL KOHOUT, a NogMeHa BCTynuAa 6bl B cuay npu

cnesyrolLemM NoAbEME TYHHENS.

Tenepb NpaBa CTaBUT oAHa Npoueaypa - Engine\Secrets.psl . OHa 3akpbiBaeT danin naum katanor
[0 Tpéx cybBbeKTOB (Basenel, aiMUHUCTPATOPbI, CUCTEMA) U MPOBepPsEeT pe3y/ibTaT: Cka3aHHOoe
«3aLLMLLLEHO» JOMKHO ObITb NPOBEPEHHbIM. YCTAaHOBLLMK Masyka 3aKpbiBaeT CK1aj, KIOYen LLeS KoM
npw KaxKZ0oM 3anycke - npaBa NpuesxatroT OT MeCTa, U Nocae nepeesaa nanky AaHHbIX CKaj
OTKpbIBaeTCs 3aHOBO. MacTep TyHHens A0 poyTepa 1 BbiMMCKa NMpa 3aKpbiBatOT CBOU KOHGUTM cpasy

rnocne 3anncu.

Kntou —-AtBoot nepexxmBaeT nogbEM npaB. B NoBbILWEHHbIN NPOLECC NepesaBaanch UMS, agpec U
CHATME, HO He aBTO3anyck: 3amnyck 13 0bblIYHOM KOHcoan ¢ —AtBoot npoxoamn UAC 1 nonagan B
BETKY Py4YHOro ctapTa. YenoBek Npocu «MOAHUMANCA NpW 3arpy3ke», a MallnHa nocie nepesarpysku

MOJiYana.

Ocmotp nepecran asuratb ¢gannbl. Kntou  —Check obellaeT «TO/bKO MOCMOTPETb», A Ha Aene
CO3faBan KaTtaaorn n NepeHoOCHn CTapbli KOHPUT B Nanky AaHHbIX, MOMYTHO NpaBa emy npasa. Ecan
cny>xo6a xzgana Gann no NpexKHeMy nyTun, CAeAyHLLNA e€ 3anyck MOr He COCTOATLCA. Tenepb nepeess 1

CO3[4aHMe KaTanoroB - TOJIbKO KOrga Mbl npaeia CtaBvM.

DNS «cam poyTep» - Ka)xaoMy aganrtepy CBoi. [1epBbl HaNAEHHbIV LWAO3 Ha3HayaACa BCEM
apantepaM pa3om. Mpu ogHoBpeMeHHbIX Ethernet n Wi-Fi n3 pa3Hbix ceTei oavH noayyan W03
YY>KOrO CErMeHTa, a C OTK/IFOYEHMEM TOro MOAK/IOYEHUA ocTaBaics U 6e3 MMEH. Tenepb agpec
6epeTcsa No nHTepdency, Kaxkabiv LUNKO3 NPOBEPAETCA OTAENbHO, U aganTtep 6e3 cBoero Wwato3a He

Tporaercda BOBCE.

MpoBepka KOAMPOBOK He CMOTPUT B ._runtime . Tam pacnakoBaHHble MHCTPYMEHTbI, paboune

Konuu 1 maTtepuasbl pazbopos - TpebosaTtb oT HUX BOM n CRLF Heyero.

Masuok 6e3 TyHHensa: o6paTHbI Npobpoc Ha 3apyb6eXkHbIn cepBep. [TpeXXHNIN MagUOK NOAHMMAanN
B cuctemMe agantep un cayxby WireGuard - 3abupan mapupyTsl, ctaBua csot DNS, cnopun ¢
kynieHHbIM VPN 3a o6wwmii apariBep v najan npw 3arpyske, noka CeTb He rotoBa. HoBbI He aenaet
HWYero 13 3TOro: MallMHa caMa AePXXUT OAHO UCXOASALLEe COeAMHEHME M NMPOCUT CepBEpP OTKPbITh Y
cebs nopt Ha localhost. Kto Bowén Ha cepBep - yepes 3TOT NOPT NonagaeT Ha MalwmvHy. Hn agantepa,

HW MapLIpyTOB, HW ApaviBepa.



3T0 BTOpas Aopora pSAOM C NPeXHeN, a He BMeCTo Heé: 0b6a Masuka CTaBATCA M CHUMAKOTCS Mo
otgenbHocTu. WireGuard gaét mawmnHy ueankom - arobon nopt, Gansbl, paboumni cton; npobpoc faét
ABajLaTb BTOPOW MOPT M BCE, YTO YMeeT Yepes Hero ssh. 3ato npobpoc - ato TCP, 1 OH NpOXOAUT 13-

nog uyxoro VPN n mobunbHoro onepatopa, rae UDP He Bo3Bpalyaetcs BOBCe.

Mneun nepebupatoTcs caMmu: cnepBa NPAMON agpec cepBepa, Npv obpbIBE - TOT Xe cepBep NOBepX
cloudflared. Beibop He cnpalimnBaeTcs, MOTOMY UTO CETb MO HOraMyW MEHSETCS: TO, YTO He NMPOLLO
MWHYTY Ha3aZ, MOXeT OKa3aTbCs eANHCTBEHHbIM paboTarownm. | —Check mokasbiBaeT MOPSAAOK Naey v
Kakoe AepXXWT KaHa celyac, a ep>aTenb nuweT XypHan B Logs\ssh-beacon-<mawuHa>.log - OH

XXVBET B 3ajaue, 6e3 okHa, 1 paHbLue BCE CKa3aHHoe yXoanno B nycCToTy.

Kntou masiuka oTAenbHbI OT MalWMHHOTO, Ha CepBepe NMPonuncaH ¢ orpaHnyeHnem  restrict, port-
forwarding, command="/bin/false" - 060/104Ky UM He noayunTb. lNpaBka authorized_keys waér

c Konvewn darina n CBepKon Ymcia CTPOK: TaM XUBYT U KIOUM BagenbLia.

Aopora MAAYOK B okHe. YeTBépTasa kHomka nyth, Mexay  CF n| SECOND VPS . OHa Befér Ha Ty Xxe
MalLLVHY, HO He 3aBUCUT OT TOrO, AOCTaHET /N 0 HEE KTO-TO CHapPY>XXW: KaHan AepXXuT oHa cama. [ns
MalLLMHbIl 3a Yy>Xum NAT 3TO eanHCTBEHHAas gopora BoobLe, NO3TOMY aBTOMaT CTaBUT €€ nepej

TOuKOM cbopa.

CepBep nepectan aep>kaTb NOPT 3a MEPTBOU ceccuen. | sshd  3ameuaeT 06pbIB He cpasy, U
NPOBPOLLEHHbIV NOPT OCTAETCA 3aHATLIM - HOBOE COeAnHeHMe nosyyaet  remote port forwarding
failed , Masyok He nogHMMaeTcs. BbineyeHo ¢ ABYX KOHLIOB: Ha CeEpBEPE BKAKOUEHbI
ClientAliveInterval 30 u ClientAliveCountMax 3 |, a gep>KaTenb, yBUAEB 3aHATbIA NOPT, XAET

MUWHYTY BMECTO TOTFO, UTO6bI A0NOUTHCSA.

Masuok 6o/bLIe He YHOCUT C cepBepa Uy>XKoi nup. baok cHocuacs npu coBnageHun aroboro ns
TPEX NPW3HaKOB - K/KoYa, UMEHN UK agpeca. Knrou - 3To IMYHOCTb NUPa, a UMS U agpec MoryT
npuHagaexatb APYron MalivHe: ABHblM —Address , cOBNaBLUMI C YyXXMM NUPOM, MOYa YAaNsaa ero C
cepBepa. Tenepb CBOW 60K MLLETCS MO KAOUY, @ COBMNaZeHNe UMEHN AN aZpeca NPU Yy>KOM Karoye -
KOH®MKT: yCTaHOBKa OCTaHaBAMBAETCA Y TOBOPUT, Ub€ MECTO 3aHATO. HacToATb MOXHO KAHOUOM | —

Force - toraa nepebuBaroLmini 610K YXOAUT OCO3HAHHO, @ HE YKPaLKOW.

Apapec n 3anucb Nnpa - oAHa TpaH3aKLMA Noj 3aMKoM cepBepa. [pexgae 310 6bM ABa pa3roBopa:
cnepBa «KakoWn agpec cBO6OAEH», MOTOM «3anuLnN MeHs». MexXay HUMK NoMeLLancs BTOPOWn
YCTaHOBLUMK - 06a Noay4Yanu OAMH 1 TOT Xe ajpec, U BTOPOK 3aTupan nepeoro. Tenepb BbIGOp U
3anncb NayT ogHoM KomaHaon nog flock , a BpemeHHble dannbl yHUKanbHbI: obwme | /tmp/wg2. new

M| /tmp/wg2.strip TOXe CTankvMBaiMCb NPU O4HOBPEMEHHOW paborTe.



OTKa3 cepBepa nepecran BbirnsaaeTb ycrnexom. KoMmaHab! 3akaHuMBanvch 6e3ycnoBHbiM | echo ok |,
060/104Ka He NpepbiBasach Ha OWKWOKe, @ B CUHXPOHU3aLMM UTOTOBbIN KOZ Nepe3anuncbiBacs
ycnewHon ybopkow 3a cobon. YcTaHOBKa Waa Aganblie U NoAHMMana cay>xoy Ha nup, KOTOPOro Ha
cepBepe HeT. Tenepb Kax/bll War noj  set —e , OTBET NpoBepsieTcs BMeCTe C KOAOM BO3BPaTa, a npu

oTKa3se JloKkanbHas cyx6ba He TporaeTcs BOBCe.

MpoBepeHo cTeHAOM, a He obelaHnemM. HacTosLme KyCkM KOMaHZ Bblpe3aHbl U3 CLieHapus 1
MPOrHaHbl Ha NOACTAaBHOM KOHdUre C TpeMs NMUpPaMK: Yy>KOM agpec U Yy>Koe NMs AatoT KOHOANKT 1
HWKOTrO He TporatoT; ¢ —Force nepebusaroLwmin 6a0K yxoauT n ybnen agpeca He OCTaETCA; CBOU

KN4 nepenncobliBaeT CBOW Xe 6J'IOK; HE3HaKOMBbIV K/IHOU He TpOoraet HUKOoro.

®dannoBbl KJIMEHT Nepectan BepuTb Ntobomy, kto orBetun. WinSCP nonyuan | —hostkey=+ - 1o
€CTb MPUHMMan Kato4 Ntboro y3na. B uyxon cetm ¢ Tem e YacTHbIM agpecom ( 192.168.1.x
BCTpPeYaeTca Be3Je) Ha 22-11 MopT OTBeYaeT cocesckas MalivHa, 1 dannbl yexann 6bl K HeW; TyHHeNb A0
cepBepa TyT He CrnacaeT, OH NPOBepPsEeT CepBep, a He MalLMHY Ha TOM KOHLe. Tenepb OTneYaToK
6epEeTcs N3 CBOEro Cnucka KArYen XOCTOB 1 Nepesaétca KAMEHTY; 3anucn HeT - MOAKA0YEHME He
OTKPbIBAeTCA BOBCE, C MOACKA3KOW CHATb KNKOUM KHOMKOW. LLTaTHbIN | sftp TOXe nonyumn cBou
CMMCOK BMECTO 04HOpa3oBoro dainna: accept—-new B nycton dain - 3TO «Bepro NEPBOMY, KTO

OTBETUI».

Knroumn xocroB o6HOBAAIOTCA No y3ay. Paiin nepenmncbiBanca LLeJIMKOM TeM, UYTO YAanoCh CHATb
cenyac: otBeTuna ogHa BASE - 3anmcun ocTaibHbIX MaLVH Ucye3ann. Tenepb HEAOCTYMHaA MalLMHa
COXpaHsAeT npexxHue ka4, a B obxoa aobasneHbl HOME n WORK, KkoTopbix TaM He 6b110 BOBCE, U

Y4YUTbIBaAE€TCA NOPT.

CmeHa K/1loua Xocta 6onblue He npoxoauTt MmoJsiva. Tak BbIrNAAUT N NepeyCTaHOBKa CUCTEMbI, U
nogMeEHa y3na - pa3Huua TOJIbKO B TOM, 3HAET N 06 3ToM yenoBek. KHomnka octaBaseT NPeXXHKH
3annCb N TOBOPUT, Yy KakKMX MaLLUWH K/IKOY HE TOT; NMPUHATb HOBbIN MOXXHO TEM € HaXaTMeM C 3axKaTbIM

Ctrl |

HeopHo3HauHas nanka AaHHbIX OCTaHaBAUBAaeET paboTy. PsaaoM nexxart KoMnaekTbl BCeX MalluH, U
npw OTCYTCTBUW yKa3aTens bpanacb nepsas no andaBunTy - YCTAHOBLUMK TYHHENs 6pan 13 yy>oro
KOMMJIEKTa KAOUYM U KOHOWIY, @ MPaBKM YXOAMAN He Tyaa. Tenepb NOUCK MPeKpaLLaeTca C BOMPOCOM,
a BbIbpaHHY0 Nanky OKHO NepeAaéT CLeHapuaM KAoUYOM  —Root - 1 Yepe3 NoAbEM Mpas, U B 3ajavy

MaAuKa.

Mpe>xHnii CHUMOK cepBepa YXOAMUT TOJIbKO NMocsie NpoBepku HoBoro. CoBnaBsLuLas KOHTPO/bHasA
CyMMa roBOPUT, YTO CKauaHHble 6aiTbl PpaBHbl MCXOAHBIM, - HO He UTO UCXoAHble rogatcs. Cepeep Mor
BbIFPY3UTb OBpe3aHHbIV apXx1MB BMeCTe C ero MpaBWbHOW CYMMOW, @ MPeXHWI, pabounii, K 3ToMy

BPEMEHMU Yy>Ke CTépT. Tenepb HOBbIN CHMMOK crnepBa OTKPbIBAKOT N NEPEUYNCNAROT - YNTaA, HNYETO HE



pacnakoBbIBas, - U ANLLb NOTOM ybupatoT cTapble. He OTKpbIACA - NPEXHME OCTatOTCs Ha MeCTe, a OKHO

roBopuT 06 3TOM.

Bbi6op npoekTa orpaHUYMBaET U nepepady. —ProjectName ¢unbTpoBan CNMCOK Ha 3KpaHe, a
rclone sync nosy4an nanky LLeNMKOM: NPU HECKONbKMX MPOEKTaxX PALOM ye3xKanun n Yyxmne apxXuBbl.
Xy>e Toro, cBepka NoTOM CpaBHMBaa NOJIHbIV YAANEHHbIV KaTaNor C BbIBPaHHOW YacTbo I0KaJIbHOTO
1 06bABAANA OLIMOKY - KOTAa JIMLLHEE YXKe OTrnpaBaeHo. Tenepb 1 nepeaaya, 1 CBepka Aepkatcs

OJZlHOM obsiacTu.

daiinoBbii Bpannep poytepa cHoBa paboraet. OH 3Ban Lenb | router , a B | targets.json >XuByT
router-base , router—home un | router-work - BXxoA KOHYa/sCA «Lefb He onncaHa». ims
OCTaBNEHO KaK MPUBbIYHOE KOPOTKOE: OHO pa3BopauymBaeTtcs B poyTtep BASE, a cnncok gonyctumbix

uenev NpuBeAEH K TOMY, UTO AENCTBUTENbHO eCTb.

Mpo6poc nopra: pabounii cton n Bc€ octanbHoe 6e3 TyHHena. Paisibl BO3UT OKHO, KOMaHAbI
BbINOJ/IHAET TEPMUHAN, a pabouunii cton, Beb-mopaa poyTepa Uam ceTeBas nanka Tenepb NEPEHOCATCS
no y>e nogHAToMy ssh. Aapec paspeLlaeTcs Ha TOM CTOPOHe, MO3TOMY Yepe3 OAHY MalUUHY BUAHO

BCE, UTO BUAWUT OHa - €€ camy, poyTep, NPUHTEP, COCEAHNIN KOMMbIOTEP.

B cucreme npnv 3TOM HE MEHAETCA HUYEro: HW aganTepa, HXN MapLUPyTOB, HXN CBOETO DNS, n Yy>KOMy

VPN cnopuTb He ¢ yeMm. 3aKpblan OKHO pabouero ctona - NpobpoC CHAT.

MosiBuanck cueHapuin | Tunnel\RemoteDesktop\Open—Forward.psl , yeTbipe Bpannepa u rpynna
JOCTVN B pagy  TUNNEL : PABOYMIA CTON , BEB POYTEPA , NPOKCH . MNocnegHW OTKpbIBaeT

6pay3epy fOMalLLHIO ceTb Lenmkom Yepe3 SOCKSS.

TyHHENb OCTaéTCs HY>KeH POBHO A/ OAHOrO C/lyyas - KOrga CeTb Hy>KHa BCSl U cpasy, BK/IKOYas To, Yero

3apaHee He Ha3Bau. [lns ogHOro noprta Npobpoc Aellese.

TyHHenb He NOAHMMaETCA NOBEPX aApPeCcoB TON ceTu, rae mawuHa ctout. OH 3abupaet cebe BCE,
yto nepeuncneHo B ero  AllowedIPs ; ecnm Takow agpec y>Ke NpUHaANEXNT MECTHOW CeTH, OH ANA
MaLUMHbI NPOMNaAaeT - NakeTbl YXOAAT B TYHHEb, @ He K coceay. Tak bbiBaeT B CeTU, rAe 3aHAT BeCb

192.168.0.0/16 : nyTb A0 ceTn BASE oTHAN 6bl y HEé aspeca pa3om.

Ho nepeceueHuve a1ana3oHOB - eLé He KOHPAUKT: OTHATb MOXHO TOJIbKO 3aHaToe. Ecav B 6onbLuomn

CETU Hy>KHble aZpeca CBOBOAHbI, TYHHeNb TaM paboTaer.

MNo3ToMy NpoBepKa MAET B ABa Liara: apudmMeTnka - nonajaert M afpec B MECTHYHO CETb, - U XK1Bas
npoba, OTBEYaeT M MO HeMy KTO-HUBYAb 34eckb 1 ceryac. KHonka nutaHus nepes nogbeMom

Ha3blBaeT TOJIbKO HacToALMe CTOIKHOBEHWA. ,ﬂ,OMa 3TO 3HAYUT «TYHHENb HE HY>XXEH, agpeca U TaK



PAZOM>», B UYy>KOI CETU - «<OH OTHMMET y Heé 3Tu agpeca». MNogHATb BOMPEKN MOXHO HaxaThneM ¢

Ctrl . OnyckaHve He NpoBepseTCH: CHUMaTb TyHHeNb 6e3onacHo Bceraa.

Pa3bop ceten BbiHeceH B Engine\Routes.psl : oH untaet AllowedIPs w3 KOHdwUra, 6€pET xmBble

ajpeca MallvHbl C MackaMu 1 CUUTAET NepeceyeHmne no MeHbLiemy npedukcy.

1.6.1 — 7 ceHTabpa 2026

TyHHeIb HAXOAUTCA M NOA NPEXXHUM UMeHeM. VIMa MeHsanock ABaxabl: | home |, | base , Tenepb
router-base-wg . MacTtep cHMMaeT NpexHVe Npu YCTaHOBKE, HO MOKa ero He 3anyckanu, ciy>ba
XXWBET Mnog cTapbiM 1 paboTaeT — a NporpaMmMa 1ckana ToNbko HOBOE M MOKa3blBaia «He 3aBeAEH»

npv NOAHATOM TyHHeJIe: TOUKa cepas, BbIKNHOUNTb HeyeM. Tenepb cyxba nweTtcs no BceM TpEm

MMeHaM, a MacCTep nokasbliBaeT I'I]'I&LLIKOI7I, noa KakmMm OHa Ha|7|p,eHa.

OTka3 B npaBax y3HaéTtcsa genom, a He cioBaMmu. Windows Ha NOnbITKYy OCTaHOBUTb Yy>XKYHO Cy>Kby
otBeuaeT Cannot open 'WireGuardTunnel$base' service on computer '.' — HW «MpaB», HY
«[A0CTyMna» B 3TON CTPOKE HET, M NPOBepKa MO CI0BaM MOJIYana: AManor C NpeANoXeHNEM BblAaTb
npaBo He NOSBASACA, OCTaBasoCh CyXOe «He BbILWIO». [TpM3HaK Tenepb Apyrow: cayxxba ecrb,

nepekatoYeHne He NPOLLIO, TakMayTa He Hbl10 — 3HaUWT NpegaaraemM npasa.

1.6.0 — 7 ceHTAb6pa 2026

TyHHenb BKtOUYaETCA M BbIK/KOUAETCA KHONKOW. Pagom ¢ | ROUTER-BASE WG v | BEACON | ctout
KHOMKa NUTaHWA: | » MOAHATb, M ONycTUTb. MacTep octanca Tem, Yem 6bi1 — CTaBUT TYHHENb U
CHOCWT €ro HaCcoBCeM; KHOMKa TOJIbKO MOAHUMAET M OnycKaeT Cy>X0y, KOHGUI 1 KIoUM OCTarOTCA Ha

MecTe.

OTO HY>KHO MOTOMY, YTO MOAHATbLIA TyHHENb 3abupaeT cebe nepeuncaeHHble CETU U MeLLaeT 0bbIYHOM
ceteBon paborte: gpyromy VPN, pabouyen cetn, npuHTepam. BeikntouaTb ero NnpuxoamnTca 4acTo, a
paHblUe AN 3TOro Hago 6b110 OTKpbIBaTh NpuaoxeHne WireGuard nav nestb B ceTeBble HAaCTPONKM

Windows.

Y106bI NepekntoyeHme 6610 MTHOBEHHBIM, @ He Yepe3 3anpocC NpaB Ha KaXAoe HaxaTue, yCTaHOBKa
TYHHEenNs cpasy BblAAET 3TOM YYETHOM 3anMcK NPaBO NycKaTb U OCTaHaB/AMBaTb UMEHHO 3Ty CYX6y — u
HW4ero 6osbLIe: HN YCTaHOBKW, HW YAaNeHWs, HU CMEeHbl HacTpoeK. Ha TyHHensx, 3aBeAEHHbIX paHblLue,

MpaBo BbIAAETCA MO NepBOMY OTKasy, C COrNacus 1 OAUH pas.



1.5.1 — 7 ceHTabpa 2026

Yka3zaHHasa Machines He nopoykaaert Machines\Machines . B Bbibope nanku nerko 3antu Ha war
rnyb>ce: OKHO Moka3sblBaeT AepeBo, 1 | Machines BbIrnaguT He xyxke poautens. [yTb Toraa
CKN1aZblBaNCa ABaxAbl, U NporpamMmma o6 3ToM Monyana. Tenepb Nto0bas 13 3TMx Nanok NPUBOANUTCA K
nanke AaHHbIXx — cama  Machines , npoduab BHYTPU HEE 1 yXKe CIOXKMBLLAACA ABONHASA BNAOXEHHOCTb;

B XXYpHa/ie CKa3aHo, YTO yKa3aHo W1 YTO B3ATO.

1.5.0 — 7 ceHTa6pa 2026

Mporpamma 6onbLue He XpaHUT cBoero. Y Heé ocTanca oanH davn —  config\profile.json c
ABYMA CTPOKaMW: rAe nanka AaHHbIX U Kak 30BETCA NPoduIb 3TON MalunHbl. Bcé octanbHoe — agpeca,
KJIFOUM KOP3MHbI, OTMeYaTKn XOCTOB, Mapo/ib poyTepa, HaCTPOMKM OKHa — >XMBET B Audion
Backup\Machines\<Wmsa> . [fporpamMmmy MOXHO CHecTW, NepecobpaTb 1 pacrnakoBaTb 3aHOBO: OHa

npouunTaeT ykasateab U HaWAET CBOE.

Mpo¢gunb Ha3biBaeT yenosek. KHorka  [AAHHBIE cnpawwuBaeT nanky, cnesjom — npopuib: CrMCKOM
TOro, uto yxe sexut B Machines , naroc nose g8 HOBOro MMeHW. ViMa He BbIBOAUTCA U3 UMEHN
KOMMbloTepa: Ha paboTe ero He nepegenatb, a Nanky AaHHbIX HOCAT MeXAy MallMHaMy —

«yralaHHoe» 1MA 3aBeno 6bl TaM NyCTON NPOPUAL BMECTO MPUHECEHHOTO.

Appeca BnucbiBaloTcA ogHoM Tabauueid. PaHblue MacTep crnipalivBan OAHY MallMHY 3a HaxkaTue u
3aKpbIBaACs; NPO TO, YTO KHOMKY HaZ0 HaxaTb eLLE YyeTbipe pasa, He roBopuaock Hurge. OTcrosa v
BbIXOAMW0: aZpec NOSBUACSA Y OAHOWN MaLUMHbI, TPAHCMOPT cOBpancs C BOCEMbHO HE3aMONHEHHbIMU
MeTKaMM, @ OKHO OTUMTanochb 06 ycnexe. Tenepb BCe MalUVHbI Cpa3y: aApec, y4éTHas 3anucb, MOpT, U

PAAOM CKa3aHO, YTO MOJIYNT N NMOYEMY 3TO HE olinbka 3anucu.

)XXypHan okHa noxxurca ¢aiinom — logs\gui-FTTTMMAA. log , cTpoka co BpemeHeM. PaHbLue B
dann nonagann ToAbKO NajeHns, n pa3brpaTtb YyXXyro MaliMHy Hb10 HeYeM: NaHe/ib NOKa3blBaeT BCE,

a npuncnatb OTTyAa He4ero.

Kapkac agpecoB npue3saer co cbopko. targets.json — He TONbKO faHHble, B HEM 3aBeAeHbI
CaMuV MaLlVHbI; 3aMWCb agpeca NpaBuT TEKCT rOTOBOro danna 1 Ha OTCYTCTBYHOLLEM MOJIYa OTBeYana
«He yAanocb». Ternepb pasoM eseT targets.sample.json , U NporpamMmma passopaunBaeT ero npu

nepBOM 3anycke.



1.4.0 — 7 ceHTabpa 2026

Pasnnuma mawuHbl XKUBYT B AaHHbIX. Pigom ¢ nporpammon, B Audion Backup\Machine , nexwut
€€ CNOoW: HAaCTPOWKMN OKHa, TpaHCMNopT rclone, KNKOUM KOP3MHbI, OTNEYaTKN XOCTOB, ajpeca MaLUuH 1
naposb poyTtepa. MNpwu 3anycke nporpamma 6epéT oTTysa TO, YEro y Heé HeT; Mpu KaXXAOoW 3anmncu
cknagplBaeT TyAa cBexee. PacnakoBka HOBOW CHOpPKM MOBEPX YAaNEHHOW CTapoy 6o/bLle HUYEro He

YHOCUT — paHblLe YHOCUNa BCE NEPEeYMCIEHHOE, 1 BO3BPALLATh MPUXOAMNOCH PYKaMW.

Bo3Bpat 6epéT ToIbKO OTCYTCTBYHOLLEE: TO, C YEM YeNoBeK paboTaeT cenyac, BaxkHee COXPaHEHHOrO.
Bepcus c6opku, TeMbl 1 LWabAOH KOHOUra B CIOM HE UAYT — OHW Y BCEX OANHAKOBbIE Y MPUE3XKAtOT C

nporpammoin. KHonka ' CMUCOK | noka3sbiBaeT C/IOM LLeIMKOM: UTO FAe IEXXUT U YEero rae Her.

Appeca TyHHena HabupatoTca okowkamu. B mactepe  ROUTER-BASE WG | Ha KaxkAbl agpec CBOS
CTPOKa: YeTbipe OKOLLIKa NOJ YMCaa C MepexoAoM Mo TOUKe 1 Mo TpeTben uudpe, pasmep cetm —
KHonkamu cnoBamu ( OOWH AOPEC , 254 AOPECA ,| 65 ThiCAY , 16 MJHH ), EWE AQPEC nobasnser
CTPOKY, KpecTuk ybupaeT. IToroas 3anmcb cobupaetcs naallkon CBepxy no Mepe BBOAA, PAAOM

nokasaHa CeTb CaMOM MalLMHbl — BUAHO, 3aJeBaeT M CMUCOK eé.

CnNANT-TYHHE/IMHT HacTpanBaeTca TaM XKe. TyHHe b 1 paHbLue BEN B ceba TONIbKO nepeyncieHHble
CeTu, HO CMMCOoK Obl1 3aLLNT B KOAE: Lienas nogceTb nepecekanacb C MECTHON ceTbio 1 3abmpana
npuHTepsbl. Tenepb cnucok nexut B  Audion Backup\Tunnel\WG\routes.txt wn npaBuTCA KHOMKOW;
y3kune agpeca nuyTca kak  192.168.1.10/32 . lNepes NOABEMOM CLiEHapUI NpeAynpexXaaeT, ecan

ajgpec CaMOW MaLLVHbI noriagaeT B 3aBOpPaynNBaEMYHO CETh.

TyHHeNnn cHMMaroTcA KHOMKOMW. Y MactepoB | ROUTER-BASE WG 1 | BEACON Tpw senctsuma: MOAHATD ,
MPOBEPUTbL , CHATb . CocTosiHMe noka3aHo naalikamu — cay>xoba, aapec B TYHHeNe, HanAeHHbIN

KOHUT.

McnpaBneHo. [1alwkn COCTOAHNA POHANN AWANOr: CBOA NepemMeHHas coBnana ¢ UMeHeMm napameTpa,
06BABNIEHHOTO C MPOBEPKON 3HaUYeHNn. ObpaboTumKkn, co3gaHHble yepe3 GetNewClosure , He 3HaAU
byHKUMIA OKHa 1 naganu npu Haxxatnn. Knonka OTMEHA ocTaBanacb pyccKOW Mpw aHIANMCKOM fi3blKe.
Ob6e ownbkn Tenepb noBuT | Test-Handlers no aepesy pa3bopa, ciov npoBepseT Test-Machine

Ha neco4vHuue.

1.3.0 — 6 ceHTAbpa 2026

LiBeta 6epytca u3s tembl Total Commander yennkom. LiBeta MMEH, NOpAA0K NpaBMA U Mackn TUMOB

yuTatoTca U3 config\colors ; CBOEro cnvcka paclimpeHnin B nporpamme 6osbLue Het. TéMHas



CTOpOHa 6epét napHble 3HaueHnsa  ColorFilterNColorDark , cBeTnas — ob6bluHble. Bo3pact

CUHNTaETCA KaleHA4apHbIMWU CyTKaMW, KaK B TC.

JBe Tembl — TEéMHas 1 CBeT/Nas, KHOMKa B Lanke. Bbibop 3anoMunHaeTcs; xXypHan, cTpoka npobbl u

naHenn nepekpaLlnBaroTCs BMeCTe C TEMOMW.

CopTupoBKa Mo KOJIOHKaM — LLEeNYOK MO 3arooBKY, MOBTOPHbIN NepeBopayvmBaeT nopsagok. Manku

CBepXy, Kypcop Aep>XNTCA 3a NMA.
KonoHka «M3meHéH» — eanHbIv BUA, AA.MM.rrrr Y4:Mm ans BCex CTPOK.

Menouwn. /3 cnucka gnckos ybpaH cay>kebHbii | Temp:  camoro PowerShell. LLlenyok no 6ykse gncka
B LOPOXKKe NyTW BeAET B KOPEHb, a He B Nanky nporpammbl. Cnpaska rclone 6onblue He nonasaet B

XKypHa.

JleHTa pa3genoB B ABa Apyca. HaBepxy Mo LeHTpy — caMu pasgenbl Mo NoAnucbro | PEMUMDI |, Huxe
oTAenbHbIM 61okom —  JIOCTYN ¢ mawwmHamu cneBa | MYTb ¢ goporamu crnpasa. [pynnbl KHOMOK
noAnucaHbl B kaxkgom pasgene: CETb , | 3TA MAUWHA v | UHCTPYMEHTDI | B TyHHene, | UCTOYHUK | v
3ANNBKA B R2 B KOp3uHe, PACKMAIKA KMWOYEN v OTKPHITb MAMKY B katouax, 3EPKANO CEPBEPA ,
MIAHWPOBIUWK 1| OBbEKTbl 3EPKAJIA | B 3epkane.

3apaHve N1aHMPOBLLMKA CHUMaeTcA KHONKOW. Pagom ¢ | PACMIUCAHUE | Bctana | OTMEHUTD
eXeJHeBHOe 3ajjaHre yXOAUT, 3epKano OCTaéTca Ha mecTe. Ecim 3agaHmns He BbI1o, OKHO Tak U

rOBOpPMWT.

OtmeTku B naHenu. KHonku | BCE ' n  HU OOHOMO 6epyT CTPOKW akTMBHOW MaHeNN 1 NULLYT B XXypHan,

CKOJIbKO CTPOK OTMEeYEeHO 1 B KaKowu naHeun.

®oHoB cTano aga. [1og dannamu, XXypHanioM 1 TEPMUHANOM — OAMH TOH, Y CaMnx 610KOB — OH >Ke,
a NoAnoXka OkHa cBeTsiee: 610KN BUAHO Kak 610KM, @ He MO OAHUM OKaHToBKaM.  PEMUMbI  ctanm

TakuM e 610KOM BO BCHO WMpUHY. CTPOKY 3aronoBka 3TO He 3aTPOHYJIO.

Kypcop TémHO-Mmopckon. CTpoka Nnoj Kypcopom kpacuTcsa  #00U4360 , TeKCT Ha Hel cBeT/bIn. V13
Tembl Total Commander uBeT kypcopa He 6epétca: Tam OH ronybor 1 Bo3BpaLuancs 6ol Npu KaXAown

CMEeHe TeMbl.

OTMeTKM A0XOAAT A0 3KkpaHa. CTPOKM NaHeNn NPOXOAMAN Yepe3 COPTUPOBKY, a Sort—Object
3aBOpaymBaeT Kaxayto B PSObject — WPF Tepsan B HeM UCTOYHMK YBEAOMAEHWNI, U FranoyKa,
nocraBieHHas Npobenom nam KHomnkown | BCE , NOSiBASAACk TOAbKO Npu cieaytollein nepecbopke
cnucka. Tenepb 06EPTKM pa3BoOpaYMBatoOTCA, U OTMETKa BUAHa cpasy. lNpoben, Kpome TOro, cTaBuT

raJlouky TON CTPOKe, YTO MOACBEYEHa, a He TOW, rAe Kypcop ocTaBuia kaaBmaTtypa.



Touka AOCTYNMHOCTU Y MCTOUHUKOB. Y KaXAO0M KHOMKN UCTOYHMKA — 3eNéHas Touka, ecv Tya
ceiivac MOXHO MOMNacTb: y MaLlWH 3TO NOCAeAHAR Npoba nam xunsas obxoAHas AOPOra, y Nanok — mx
Ha/inune, y KOP3MH — KJIKOUM 1 Jopora HapyxXy. HegocTmxkumoe racHeT Ao Tpetu apkocTu. lNoka
npobbl He BbIN0, BCE NOKa3aHO XMBbIM. YTO He B/ie3aeT Mo LWMpPUHE, YXOAWUT BTOPOWN CTPOKOW — BOOK

pag 60/blUe He NPOKPYyYMBaETCS.

ABa a3bika. KHOMKa B LLanke nepekstoYaeT Pyccknin n aHINKCKUIA; MO YMONYAHWIO aHTIMACKUNA.
MNepeBOAATCA NOANUCK, NOACKA3KM, COOBLLEHMSA XYpPHana, ANanorv n cTpoka Npobbl — OKHO NpW 3TOM
He nepeco3gaérca. Cnosapb IeXNUT Napamu B Engine\Lang.psdl : katoun xawa PowerShell He
pa3anyatoT pernctp, a «JOM» Ha KHOMKe 1 «0M» B CTPOKe NPobbl — pasHble C/I0Ba C pa3HbIM
nepesogoM. CKpuNTbl ABWXKa NepeBeAeHbl Ha aHIIMNCKNI Lie KoM, 6e3 nepek/Ito4eHnsa: X BbIBOA U

TakK YUMTaIOT B XXypHane.

Macrepa Bmecto 6s10kHOTa. Pasgen SETUP Tenepb yMeeT 3aBOAWUTb TO, YTO paHblUe NpaBuau

pyKkamu:

e | ADDRESSES... cnpaluvBaert ajpec, MOpT 1 YUETHYHO 3anuncb 1 BMUCbIBAET X B | targets. json ,
COXpaHAA MOPAAOK KAKOUEN M NMOACHEHWS; Cpa3y Noc/ae 3anmcKn cTyumTcs B NopT. HaxaTre Ha

Cepyto KHOMKY MallVHbl BEAET Tysa Xe.

® | TRANSPORT cobupaeT rclone.conf u33arotoBku config\rclone.sample.conf :ajpeca,
YUYETHbIE 3aMMCN 1 KNHOUN NOACTaBAAIOTCA U3 | targets.json u cknaga, cpawwmBaeTcsa TONbKO
naeHtndukatop yuétHown 3anucu Cloudflare. Yto He noacTaBunOCb — OCTaétcs B daline MeTKow

{{..}} .  OKHO Ha3bIBaeT e€ BCAyX.

e NEW KEY 3aBOAMT MepBytO Mapy K/aKOUeK, eCan eé HeT: 3aKpbiTas MONOBMHA NOXUTCA B MPOPUIIb U1
B CK/1aZ, OTKpPbITas NoKa3biBaeTcsa n konupyetca B bydep. Ecav napa yxe ectb, HOBas He Aenaercs

— CTapad nepecrajia Obl NycKaTb Ha MallUHbI.

e DATA FOLDER  BbibupaeT nanky AaHHbIX, CO34a€ET B HEW CKeNeT 1 3anoMUHaeT MyTb; kKoY —Root

Nnpwu 3anycke no-rnpexHemy cunibHee 3arnoOMHEHHOro.

Eweé aBa Tecta. Tests\Test-Targets.psl C1eAuT, YTO NpaBKa ajpeca MeHsAET OAHY Leb N He
Tporaet cocefHue, nosicHeHns n BOM. Tests\Test-Transport.psl cobupaeT TpaHCMOPT 13
3aroTOBKM BO BPEMEHHYHO Narnky v npoBepsieT NOACTaHOBKY, COCTaB CeKLMIN 1 TO, YTO He3amnoIHEHHbIe

MeTKN YeCTHO Ha3BaHbl.

Macrep o63aBegeHna — pasgen SETUP . Yetbipe cekumm ¢ pasgenutensamu: | KIHOYW , | MAWUWHbI |,
WHCTPYMEHTbI ,  AAHHBIE . Y KaXka0u KHOMKM TOUKa: 3eN1€Has, Koraa Aeno caenaHo, cepas — Koraa Ao
Hero eLué He gowan. KHOMKM 30BYT Y>Ke HanncaHHOE; CBOE B pa3fesie — TONbKO  ALPECA... |

OTKpbIBaroLWas | targets. json .



Knroun k kop3uHe BBoaatca nonamu. KHonka | KIIOHMN R2.. cnpawwuBaeT napy «naeHTndukatop v
cekpeT» 1 Knagét eé pannom r2.credentials Tyaa, rae eé muer rclone, mocne yvero cpasy
CNpaLIMBaET y KOP3WHbI CMUCOK BakeToB. 3HaUEHMA B XYpHaa He nonazatoT. Ananor Hayumacs

HECKONbK1M MOAAM Cpasy.

Avanoru >xmByT B Teme okHa. CBOsA Konus naauTpbl B| Dialog.xaml OCTasacb 3aBOACKOM, a XXMBOE
OKHO Mepej Noka3oM KNajeT TyAa CBOU KUCTW; 3arosI0BOK Auanora TEMHbI POBHO TOrAa, Koraa

TEMHOE OKHO.

SERVER cpeaun MawuH. 3apybexHblii cepep CToMT B psagy | IOCTYI ¥ B NaHensx pasgenos
TUNNEL n R2 BACKUP : dainnbl BO3ATCA MeXAy KOP3MHOW N cepBepoM Hanpsamyto, 6e3 scp n 6e3
kKoHconn. [lopora — pogHoiw sftp camoro rclone no katouy | audion_vps_root_ed25519 ; 3anacHas,
nosepx cloudflared, octanack Ha BHewHem ssh. Y uenn noaBmaock none sshHost :y cepBepa HeT

AOMaLLHEro agpeca, U OKHO 30BET rotoBbIn XocT n3 | ~\.ssh\config .

CBoii cnucok karuen xocroB. config\rclone\known_hosts 3HaeT BASE, LAPTOP n SERVER; Bce
naHenn CBepArTCA C HUM, NyTer B Npoduab noab3osatens 6onblie HeT. KHonka | KNIlYKM XOCTOB
CHMMaeT KJIFoUM 3aHOBO: AOMaLLUHWe MalLMHblI OTBeYatoT Ha | ssh—Keyscan |, y cepBepa OH MONUYUT —
TaM OKHO CMpaLuMBaeT caM XOCT MO y>XXe NOAHATOMY coeanHeHnto. Pann | ~\.ssh\known_hosts He

TporaeTca: UM Nonb3yroTcs  ssh | 1 Tabby.

MepBbin Tect. Tests\Test-Window.psl npoBepseT OKHO, He 3anyckas ero: pa3bop pa3meTkn u
MOZY A, MOJHOTY CANCKa 3arpysku, psagbl U nNepekaoyaTeny passenos, 3HaHMe TeM O KUcTax. HanwncaH

nocne Toro, kak pa3gen SETUP He OTKPbIICA U3-3a UMEHW, 3abbITOro B CMCKE 3arpy3ku.

Knroumn R2 30ByTCcA r2.credentials . Touka BMeCTO NOAYEPKMBAHNA — TaK 3TOT palsl Ha3blBaeTca
B camou skocucteme AWS, B cknage karouven 1y nybankatopa. Ctaporo MMeHun He OCTanoCh HU B

nporpaMmme, H B AaHHbIX, HX Ha CEpBepax.

MawuHbl nepeexanu B neHty. KHornkw  BASE |, | LAPTOP , HOME ,  WORK , ROUTER-BASE , ROUTER-
HOME w | ROUTER-WORK cTOAT NnocepeanHe NeHTbl pa3fenos v BUAHbI U3 Nt060ro pasgena: KOHCONb
Hy>Ha He Tonbko B TUNNEL. Pag kHOMok pa3zena pasrpy3naca 1 pasoLénca no WupmuHe okHa Tpems
rpynnamu. Tpu HOBble TOUKM 3aBeAeHbl 3apaHee C NyCTbIMU agpecaMm — KPY>KOK Cepbll, Haxkatne

rOBOPWT, UTO BMMCaTb afpec Hy>XHO B | targets. json .

OpHa KHOMKa Ha TPYU UHCTPYMeHTa. OBHOBUTb BeAET KAMEHT TyHHeNd,  rclone M MOPTATUBHBIN
TepMuHan; kHornka WMHCTPYMEHTbl  y6paHa kak AvwHAs. Bepcun cnpaluvBaroTcs A0 3aKayku, Mo3TOMy
cBeXee He TAHeTCA NOBTOPHO, a —Force nepekaynBaeT NPUHYAUTENLHO. Y 3aKayukun BUAEH BeC,
CKOPOCTb M OCTaTOK; LWarv nognucaxbl. HacToAWwmMn BbiNyck TepMUHana nNueTca psagaoM B .version :

B caMoM | wt.exe Microsoft octaBnseT Homep 6a30BOV BETKM.



Mpo6a nokasbiBaeT Bpems. BMecto ranoyek — MUAANCEKYHAbI KaXA0OW AOPOrK, a PAAOM 3ajep>Kka
CaMOro OKHa: BUAHO, KTO TOPMO3UT, CETb MW NporpaMmmMa. 3amep BbIHECEH M3 MOTOKa OKHa, MHave

MepAnacb o4epeab AncneTyepa n Bce 40porn Bbixognam oAMHaKoOBbIMA.

Manenn. lo6aBneHbl NCTOUHMKKM | R2 MEDIA 1 |R2 VAULT . LLlanka naHeam HaunmHaeTcs ¢ KHOMOK
XOAa, NCTOYHWKM CIeflOM. VicnpaBaeHbl YeTbipe NaZeHuns: CNMCoK U3 04HOro 0bbekTa, MycTas KOp3uHa,

CTOPOX UCK/IFOUYEHWI 1 CTaTyC, KOTOPbIA HAaBCeraa OCTaBasICa «UuTaro...».

TyHHenn. Touka Nokas3bIBaeT XXMBOCTb KaHasa, a He Tonbko cny>kby Windows. Masuok nsntona

UMHWICA: B CKpUNTe ocTaBancsa nopt 8444, Toraa kak cepsep caywaet 500.

CBOE MMA Ha NaHenu 3agay — OKHO bosibLue He Bbirnaant kak PowerShell.

1.2.0 — 5 ceHTA6pa 2026

CuHXxpoHu3aumsa nanok. Npasee GpanoBbIx Onepaunii TP KHOMKK:

e F11 OBHOBWUTb » — AonuTb B MPOTMBOMOOXHYH NaHeAb HegocTarolee 1 06HOBUTb

yCTapeBLlee;, HUYEero He yaanseT,

e F12 3EPKAJI0O » — npuBeCcT! MPUEMHMK K TOYHOMY BUAY UCTOUYHMKA; JINLLHEE YAaNnsaeTcs,
MO3TOMY CrpallnBaeTca NoATBEepP>KAeHMNE C HanpaBJeHeM N COCTaBOM, a NpejoxpaHnTeb

OTMEHSET onepaLnto, eCan Noa yaaneHve yxoamt 6onble 200 dpannos;

e  CMHXPO 2 — ABYCTOPOHHAA: N3MEHEHWNA NeTAT B 06e CTOPOHbI.

HanpaBneHme 3a,u,aéT aKTMBHaA NMaHeb: NCTOYHUK — Ta, raAe Kypcop. PaboTaroT 3TV KHOMKN He C
MMeHaMM Manok, a C TeéM, YTO OTKPbITO: CPaBHMBAKOTCA ABa KaTaJiora U3 40poXeK nyTu, CO BCEM

BJIOXXEHHbIM Ha Nto6yHo rybuHy.

O6nacTtb 3agaroT raslouku. Hnyero He oTMeUYeHO — paBHAETCA OTKPbITasA nanka ueankom. OTmeyeHo
— TOJIbKO OTMEYEHHbIE BETKN: OHU YXOAAT B UALTPbI  ——include , a | rclone NpUMEHAET GUIbTPbI U
K yAlaNeHWNo, NO3TOMY cocefiHue nankun NnpuémHmnka octaroTca HETPOHYTbIMU. [TpoBepeHo Ha
necoYHuLe: 3epkano no ABYyM BeTKaM 13 YeTbIpEéX OOHOBUIO TOJILKO X, ABE APYre He TPOHYO.
MoacBeTka CTPOKK, B oTnume OT F5, obnacTbio He cumTaeTcs: 3epkano yaanseT, 1 BbiIbop AOMKeH ObITb
HamepeHHbIM. | CUHXPO | OTMETKM He NMPUHUMAaET U TOBOPUT 06 3TOM — OH NMOMHUT COCTOAHME Napbl

nanok, 1 cMeHa obaactn notpebosana 6bl HOBOro pasbopa ¢ HyAs.

Knonka A OPOI'UN v Bpannep check-routes.cmd . [poxoant Bce yveTbipe goporu Ao BASE v
rOBOPWT, Kakume XMBYT: KTO OTBETW/, 3@ CKOJIbKO 1 YTO CKa3asa Ta CTOPOHa, NJIKOC YATaeT KaTaaor rno

Kaxkgou xuBou. C kntovom | —Speed | 3a04HO MepsieT ckopocTb. OTUET noxunTca B | Logs outes—



<.u.aTa>.log . €ro MO>XHO Mnoka3aTb NMo3>ke, Koraa CBAa3b BepHéTCﬂ. Hwnuero He MeHAET — TOJIbLKO

UYMTaEeT, N MOTOMY roANTCA KaK NMEPBOE, YTO 3anycCkKaellb B HE3HAKOMOW CEeTW.

Aopory mo)kHo Bbl6bpaTb pykamu. CripaBa B IeHTe pa3fenoB, 3a pasgenantenem: MYTb | — ABTO ,
AOM , CEPBEP , CF , SECOND VPS . ABTO cnywaet npoby, ocTanbHble Aep>KaT BbibpaHHOe, Aaxe
ecan npoba NPOTMB: YeNOBEK 3HAET NPO CeTb HobLLE, YEM CTYK B NopT. [NepekitoueHmne cpasy

nepeynTbiBaeT naHeA MmallunH.

Crpoka npo6bl roBOPUT C/IOBaMMU U1 Nepeexana B CEPEAMHY LIanku — OHa MNPO BCHO MPOrpamMmy, a He
npo pa3szen. bbino «otBeyatoT 3 U3 6», ctano «gom X - cepeep v - cloudflare v - SECOND VPS V - nyTb:
CEPBEP (no npobe)» — BMAHO, YTO UMEHHO AOCTYMHO W KakoW Aoporon nonaét okHo. OroBopka:
rajoyka o3HaydaeT, YTo MOPT OTKPbIT, @ He UTo npoTokon nponaét: SECOND VPS pByT yxe nocne

YCTaHOBEHNA COeaqUHEHNA, U npo6a TakKoro He BnAuUT.

Jopora BugHa Ha KHormKe. [1oAN1cb NCTOYHMKA Ha3bIBaeT M MallVHy, U NyTb K Hel:  BASE —
Hanpamyto u3 goma, BASE - CF — uepes 3apybexHbivi cepeep nosepx cloudflared, | BASE
CEPBEP | — TOT Xe cepBep Mo MeHu, BASE - SECOND VPS — uyepes Touky cbopa. MHaue

HEMOHATHO, NOYeEMY OAHO M TO >XXE MMA OTBEYUAET TO MTHOBEHHO, TO YEPE3 MUHYTY.

YeTbipe goporu K AOMallHUM MawuHaM. MNaHenn nayT nepBoi AOCTYNHOW: AOMa HanpsMyto, 13
YY>KOIN CeTU — MPbIKKOM Yepe3 3apybexkHbIli cepBep MO MMEHW, 3aTeM Yepes HEro Xe NoBepx
cloudflared, n nocnegHeli octaérca SECOND VPS. CkopocTb nepesauv y AanbHUX JOPOT OAMHaKoBa
(3amep gan 1,65 Mub/c n Tam, 1 Tam), HO ceccus No NPSIMOMY MMEHM BCTaET BABOe bbicTpee — 1,7
cekyHAbl npoTtuB 2,8. Pucka B 3TOM HeT: Nnpoba LiynaeT cam agpec, U Koraa ero 3ab10KnpyroT, OKHO
ynaéT Ha cloudflared, rae 6aokmpoBaTh Heuero. Boibop genaet npoba: oHa LynaeT AoMallHWe ajpeca
n cepBep, a pe3ynbTaT BUAEH B IEHTE PEXMMOB — TaM Xe, r4e nepek/toyvaroTca pasgensl. PaHblue

CTpOKa Npobbl CTONA B PAAY KHOMOK M Hae3xXana Ha KpauHue.

Knonku POYTEP u KOH®WT. Pa3roBop ¢ gomMallHMM poyTepom no ero cobctseHHomy APl Tenepb
ecTb 1 B OkHe: | POYTEP | mokasbiBaeT MOJeb, MPOLUMBKY U MMPOB C pyKonoXatnamu, | KOHOUT ...
BbINMCbIBAET 3TOM MawwunHe koHdur WireGuard — cnpaluvBaeT MMs CBOMM OKHOM M CHadvana

MoKa3bIBaeT KOMaH/bl, KOTOPble YAYT B poyTep.

MycTble nanku Tenepb nepeHocATcA. [lns | rclone  CywecTByHOT TONILKO Galnbl: kKatanor 6e3
eAnHoro darina oH He CO34aET B MPUEMHMKE N MOJIYa OCTaBAAET Kak eCTb — 3epKaio 3akaH4YMBanoCh
3a cekyHay ¢ @ B / 0 B, a B npvéMHMKe HeagocCTaBano nanok. Bce nepegaum, Bkatouas ovepesb
F5/F6, nayt c  ——create-empty-src-dirs . [NycTbie Gpannbl, CKpbITbIE U CUCTEMHbIE MEPEHOCUANCH U
paHbLle — HO aTpUBYTbl «CKPbITbIA» N «CUCTEMHbIAN» HE COXPAHAOTCA, B MPUEMHMKE Galna CTaHOBUTCA

OObIYHbIM.



BpemeHa ¢daiinoB nepeHocarca. Ko Bcem nepegavam gobasneH  —--metadata : konma noMHuT, Korga
dann co3gaH, U3MEHEH 1 Korga ero oTkpbiBaau. be3 Hero coxpaHAaNoChb TONbKO BPeMsA M3MEHEHMS, a
«CO3JaH» y KOMUWN 3HAUYMNOCh CErOAHALHMM Ymncaom. OroBopka Kacaetcs MawwmH no ssh: 63keHy sftp y
rclone MeTajaHHbIX He yMeeT BOBCe — TyJa A0e3XaeT ANLb BpeMsa n3MeHeHus. [oaHOCTbIo

BPEMEHA COXPaHAKTCA MeXAY ANCKaMWU, I'IOAK}'II-O‘-IéHHbIMVI K 3TON MalluHe.

Bpems kaTtanoroB Ha MawwunHbl No ssh 6osblie He ctaBUTCA. | rclone O6HOBASET BPEMS Nanku
nocne konuposaHusa, a OpenSSH noa Windows oTBeyaeTt Ha 3TO OTKa30M — MOXOXe, NokKa B Nanky
ewé nuwytca dannbl. Ana  rclone 370 owmnbka BBOAA-BbIBOAA, U JaNblle OH OTKa3bIBAETCA yAaNATb
NNLLIHEe: 3epKano AOHOCUAO dalbl, HO OCTaBaNOCh HEAOAENAHHbBIM M 3aKaHYMBanoCh KOAOM 1.
Tenepsb, KOraa ofiHa 13 CTOPOH — MallmHa no ssh, gobasnsercs  ——no-update-dir-modtime .
BpemeHa palinoB nepeHOCATCSA Kak NpexJae; BpeMs Nanku Ha TOM CTOPOHE BCE paBHO NMOCTaBUTb

He4yeM.

MoBTopbI € Nay30i. rclone MNOBTOPSET HEYAAUHYHO OMNepaLMIo TPUXAbI, HO BCE TPW MOMbITKK
YKNaZbIBaET B OAHY CEKyHAY — a TUMUYHas NpuYMHa OTKasa Kak pa3 BpeMeHHas:
CBEXECKONUPOBaHHble Gaibl eLLE AeP>XKUT MHAEKCATOP AN aHTUBUPYC, U TONbKO UYTO OMyCTeBLUas
nanka He yganaetcs ¢ «permission denied». Mexgay nonbiTkamu Tenepb NATb CEKYHA, a yAaNeHue Ha

MaLimHe no ssh npobyerT WwecTb pa3 — BMeCTe 3T0 AaET nanke NoAMUHYTbI, YTOObl 0CBOHOANTLCS.

KoHdwur BbinucbiBaetca cam. PaHblie kaveHTa WireGuard 3aBoamau pykamu B Beb-uHTepdeice
poyTepa, a ero Gpann Hecan c cobon. Tenepb 3TO genaeT new-router-peer.cmd : KArOYeBas napa
poXAaeTcA Ha MalimHe (poyTep BUAUT TONbKO OTKPbITYHO MOAOBUHY), B POyTEPE 3aBOAMNTCA NMUP CO
cBOHOAHBIM aApPECOM 13 ero noaceTy, 0bpaTHO 3abMpParoTCsa OTKPbLITLIV KNKOY cepBepa, MNOPT U
LOMEHHOE MMs — U U3 BCEro 3TOro cobupaetcs rotoBbli | . conf . ToT e Bpannep ¢ —Remove

CHUMaeT Nupa, ¢ -WhatIf nokKa3biBaeT KOMaHZAbl He OTMPaBAsAS.

Pasrosop ¢ poytepom BegéT RouterNdm.psml : NDMS 3g0poBaetcsa oTkasom ¢ realm u challenge,
napoJib NO NPOBOAY He NAET — CBepsAeTCcA oTneyvaTok. [1aposb MOXHO COXPaHUTb KAHOYOM | —
Remember : OH N0XMWTCS 3aWMdPpoBaHHbIM cpeacTtBaMmu Windows, nog 3Ty YYETHYHO 3anmncb 1 3Ty

MallHy, N Aablle He CnpallnBaeTCA.

Knonka WIREGUARD. CtaBuT Ha 3Ty MawmnHy cam WireGuard — nporpammy, 6e3 KOTopon He
NOAHATb HM NyTb JOMOW, HN Maf4ok. PaHblue OH cTaBMACA NOBOYHO, BHYTPW NepBOro 3anycka nyTu
AOMOV; Tenepb 3TO OTAENbHOE AeNCTBME CO CBOMM BpannepoMm | install-wireguard.cmd w cBoewn
TOUKOW: 3e/1€Hass — NporpamMMa Ha mMecTe, kpacHasa — HeT. lNopTatuBHbiM WireGuard He bbiBaeT:
TYHHenb AepXuT cayxba Windows, a ceTeBon agantep — ApanBep, NO3TOMY YCTaHOBLUMK U NpaBa

aAMVHMCTpaTopa.



Pap KHONMOK CTOMT Ha pa3jenuTtene naHesnen. PaHblue OH Aep>Kanca LeHTpa OKHa 1 CTpoKa
COCTOSAHWUA Hane3asa Ha KHOMKW: BO BpeMs nepegaum nosepx F11 n F12 wan npoueHTbl 1 CKOPOCTb.
Tenepb cepeanHa psga coBnagaeT ¢ pasgenntenem GannoBbix NaHENEN U NEPECUNTLIBAETCA, KOTAa
pa3zenvTesb TallaT MbILbLO, @ COCTOSIHME XXMBET B CBOEWM KOJIOHKE CrpaBa 1 Npu HeXBaTke MecTa

obpe3aeTcs MHOrOTOUMEM.

BupHo, Kakas naHesib aKTUBHA. HanpaBieHue 3a4aéT Ta NaHenb, r4e CTOUT KYpcop, a MOHATb 3TO
6b1710 HeOTKyAa. Tenepb eé pamka NojcBeYeHa MOPCKMM, M aKTUBHOW MaHeNb CTaHOBUTCS OT toboro

KaCaHuA: Wwes4vKa no Cnmncky, no KHOMKe NCTOYHKMKa, NO AOPO>XKKE NyTHN UK Mo nyCTOMYy MECTY.

Awvanoru cranm ceoumun. CuctemHbivi | MessageBox  pucyet Windows, 1 TEMHbIM OH He GbiBaeT:
nocpeaun TEMHOroO OkHa BCMbixnBano benoe. [oaTBepPXKAEHUS N BBOA UMEHWN TEMEPb UAYT B CBOEM
OKHe B LiBeTax Nporpammbl — 3a04HO ywén InputBox u3 VisualBasic, koTopbii Bbirasgen Bosce
Yy>KMM. 3aroNl0BOK CaMOro OKHa TOXe MOTEMHEe: ero pucyeT He MPUIOXKEHWE, a CMCTEMa, U NPOCUT 06

3TOM aTpnbyT DWM.

MaHenb He nepecobupaeTca 3pa. ABTOOOHOB/IEHNE Pa3 B ABe CEKYHAbl 3aMEHSAI0 CMNCOK LIeNNKOM:
CNeTanu raoyku, Kypcop v npokpyTka, a KonmpoBaHWe Moc/ie 3TOro XanoBanoCh «HeT 06beKTOB A/14
KOnMpoBaHus». Tenepb NaHesb CBepsieT COCTaB C MPEXHUM W He TPOraeT CMUCOK, MOKa HUYEro He

M3MEHNNOCb, KOrga UaMeHUNO0Cb — NEePeHOCUT OTMETKN NO NMEHaM.

lNMecouHble yacbl OCTaNNCb TONBKO Yy yﬂ,a}'léHHbIX NCTOYHMKOB. YTEHME IOKabHOrO KaTasora 3aHMMaeT
40N MUNNTNCEKYHADI, @ KYPCOP OXUNAAHUA MUTal MPU Ka>Ka0M aBTOOBOHOB/IEHUN 1 BbIr1a4en Kak

TAXEnas pabora.

1.1.0 — 5 ceHTA6pa 2026

OKHO cTano q)aﬁﬂOBblM MeHea >KepomMm. ,ﬂ'Be naHenn BUAHbI BCErAa, a JIeHTa PeXMMOB CBEPXY MEHAET
TOJIbKO TO, YTO B HUX OTKPbLITO U Kakom PAA KHOMOK NMoKasaH. Tak kHomMka nepeCTa'éT ObITb
3aKJIMHaHNEeM: Ha>XXnMas «pPasio>KNTb KJIHO4YMN», BUAHO C/i€BaA 3TaJIOH, CrpaBa I'IpO(I)VI}'Ib, a nocne

NPOroHa — 410 TaM U3MEHUNOCb.

OAVH TpaHCcNopT Ha BCE. JIoKanbHbIA AMCK, MallrHa no ssh n kop3nHa R2 untatotca ogHmm | rclone |,
NMO3TOMY KOMMPOBATb MOXHO MeXAy NtobbiMU ABYMA CTOPOHaMKW. 3amep Ha xuBom: 2 ['b Ha
cTtaumoHap ywnm 3a 11,6 ¢ (176 Mb/c), obpatHo 3a 10,1 ¢ (203 Mb/c) — okono aByx Tpeten oT SMB,
3aTO C JOKaYKOW, MOBTOPOM NMpu 0bpbiBe 1 cBepkon. KonnpoBaHue MAET Yepes Ty MalUVHY, rae

OTKPbITO OKHO; OMa 3TO AOMallHAs ceTb Yepes poytep, SECOND VPS He yuactyerT.

Ouepepb. F5 1 F6 knagyt oTMeueHHoe B ouepesb, a He 3anycKaroT ornepauunto cpasy. [prnémHmk

3aNnoMnHaeTca B MOMEHT ,D,O6anIeHl/IF| — MOXHO Ha6paTb 0bObEKTbI B Pa3HbIX Nankax 1 pa3HbIX



MCTOYHMKAX, N BCE yeAeT B OAHO MeCTO. 3afaun UayT No OAHOWN: NapaniesbHble nepesayun nogennam

Obl KaHan u nepemMeLllanan BbiBOA.

KnaBuwmn kak B ¢paiizioBomM MeHegdkepe: npoben oTMeyaeT CTPOKY 1 BeAET Kypcop Huxe, Enter
BXOAWT B nanky, Backspace nogHnmaet Ha ypoBeHsb, F2/F5/F6/F7/F8 — nepenmeHoOBaTb, KONMPOBaTh,

nepeHecTn, co3gatb narnky, yaaantb.

BugHo, uto npoucxoaurt. [onoca BbINOJHEHWS BHU3Y, NMPOLLEHTbI B 3aro/IOBKE OKHa U B MaHenun
3a/,ay, CKOPOCTb M OCTaBLUEECS BPEMS B CTPOKE COCTOAHMSA, CTpoka  rclone B TepMuHasie pas B NATb
cekyHZ. [aHenn nepeunTbIBatOTCA CaMu: IOKaJbHbIE Pa3 B Be CeKyHAbl, YAaAEéHHble — nocse

onepalmu, KHONKON 1 Npu BO3BpaTe B OKHO.

CupoTbl 60osblue He XXUBYT Aoblue okHa. OcmpoTeBLwni | rclone | OT MPOLUAOro 3anycka
npogo/kan Ka4yaTb MosYa — yaanéHHas pykaMu nanka nosBasiacb CHoBa. Tenepb NPOLecchl 3TOM
KOMWUW NporpaMMbl CHUMAOTCA MNP 3aKpbITUIM OkHa, No kHornke CTOI, a npu ctapTe OKHO

npeaynpexaaeT, eciv Takow NpPOoLEecC y>Ke BUCKT.

Packpacka cTpok B3aTa 13 Tembl Total Commander: ueta unTaroTca ns
config\colors\AudionDark.ini (Tam oHu B gecaTnyHom BGR), pacumpeHuns pacnvcaHbl B
nporpaMme — B TEME UX HEeT, TaM CCbIKM Ha NonckoBble wabnoHbl TC. MNanku XénTtble, Kak B

NPOBOAHMKE.

Menouwm, KoTopble UMHUAUCH NOo Xoay. KopeHb Ancka nueTcs ¢ kocon YepTtoi: «E:» Windows
NMOHMMAaET KaK TeKYLLYyH Nnarnky Ha 3TOM AMCKE, N BXOA Ha AMCK YBOAWA B KaTanor nporpammel. Y ssh
KOPEHb «/» — He TO XK€, UTO MyCTOW NyTb: MePBbIN NOKa3bIBAET ANCKM MaLUNHbI, BTOPOU —
AomaluHtoro nanky. MNMporpecc | rclone nevataertcsd Tonbko ¢ | ——stats—log-level NOTICE , nHaue
ero He BMAHO BOBce. [1oN0Ckbl NPOKPYTKN 1 MONOCA BbINOAHEHNSA HAPUCOBaHbl CBOW — CUCTEMHbIE

CBET/Ible B TEMHOM OKHe BbIrNAaAT 3ansaTon.

1.0.0 — 5 ceHTA6pa 2026

MepBas cbopka. MpoekT cobpaH 13 TOro, YTo rOAOM pPaHbLLUEe PACNOA3/10Ch MO ABYM Yy>KUM MNankam:
CLLeHapuWK 3epKasia Jiexany BnepemeLlKy ¢ cCaMMMin 3epkanamu, CHUMOK MPMBATHbIX apXMBOB Aesan

ny6mKaTop, a KNHoUM K KOP3MHe 3epKaso 3aHMMao y cocesa.

Mporpamma oTaeneHa ot AaHHbIX. | Audion Sync Tools AEPXMWT OKHO, CLLEHAPUW, KIMEHT TYHHens,
AOCTYN K MalnHaMm, ceBo  rclone u cBom katoum kK kop3mHe. CocegHaa Audion Backup octanacb
XPaHMANLLEM: CHUMKMW, LECTb 3epKasl, CKNaj KItoUen, TOKEHbl — U HU OAHOTo UcnosiHsemoro danna.
MNyTb K A@HHbIM CYMTAETCA OT PACMONOXEHMA NPOrpaMMbl 1 3aJaETCs KAHOYOM  —Root ; OykBa Auncka

HE 3allinTa HUrge, N03TOMY Ha MallHe, rae€ NHCTPYMEHTbI XKNBYT Ha APYroM AUNCKE, NMPaBUTb HEYETO.



CBOé, a He coceackoe. PaHble | Sync-AudionBackup.psl 6pan  rclone.exe u kaoum R2y
nybavkatopa — «4TOb6bI HE Aep>KaTb BTOPYHO KOMMUIO TeX Xe Karoyern». LieHa skoHomMmum: 6e3
nybavkaTtopa psA0OM 3epKaso He NOAHMMAaNOoCh BOBCE, @ MOAHUMATbLCA OHO AO/IKHO Ha MyCTOM
MaLUWMHe nepBbiM. Tenepb Y NporpamMmmbl CBo 6uHapHuk B Tools\rclone © cBOM KAOUX B
config\rclone , a Engine\BackupRclone.psml 3Ha€T O HNX POBHO TPW BeLLU: rAe NCKaTb, Yem

HacCTpanBaTb, Kak 3BaThb.

CHumok Build-creka nepeexan us nyébamkaropa. backup.cmd v | Backup—-AudionArchives.psl
Tenepb 34eck; B nybavkatope (Bepcma 1.8.0) kHonka «B3KAl» ybpaHa. Ponn pa3seseHbl no
HanpaB/IeHNIO AENCTBUA: NYOANKATOP 3aHMMAETCA TEM, UTO YXOAUT HaPY>Ky, a BCE, UTO KNAAET U

3a6|/|paeT Konumw, co6paHo B O4HOM MECTe. Cama onepauna He NSMeHWJ1aCb HXA Ha CTPOKY.

OkHo. Tpu TpeTu ¢ nepeTackMBaeMbIMM MOAOCAMW: CEBa Narnkn 3epkana U COCTOAHWE, NocepeamnHe
MaLUWHBbI, CNpaBa TEPMUHaN BO BCHO BbICOTY. KHOMKM He AenatoT paboTy camu — Kaxkas 30BET TOT Xe
CLLeHapWI, YTO N YeNOBEK M3 KOHCO/W, MO3TOMY OKHO W Bpannepbl He pacxoaatcs. Mognucu
aHrNMCKMe, MOACKA3KN pycckume, 3agaep>kka noackaskn 1500 mc — kak y opkecTpaTopa, y KOTOporo

B3AT KapKac; MexaHvKka AoYepHero npouecca B3saTa y nybavkaropa.

Toukm cocTosAAHUA. Y KHOMOK MaLUMH YeTblipe 3Ha4YeHUA U HY O4HOrO «HaBepHoe»: 3eNéHas —
NMPOBEPEHO 1 OTBEYAET, XXENTaA — 3aBEAEHO, HO He MOAHATO, KpacHasa — MPOBEPEHO U MONYUIT, cepas
— npoBepaTb Heyero. Cny>6bl UNTAKOTCA CaMy pa3 B TPUALLATb CEKYHJ, CETb NMPOBYEeTCs KHOMKOM U
OAMH pa3 Npu OTKPbITUN. MPoObI YXOAAT Pa3oM U XAYTCS TAMMEPOM OKHa: LIECTb MOAK/IHOUEHN
noApAj 3aMopo3unin H6bl OKHO Ha Tpu CekyHAbl. Agpeca bepyTca u3 Toro xe  targets.json , 4To

YMTaOT Bpanmnepbl, — BTOPOro CNu1cka aApecoB B NPOrpaMmMe HerT.

Beilig>kun B wanke nokasbiBatoT Nanky AaHHbIX U KOPeHb BbiMycka. Bropoin >xenteert, ecv B
BbIGpaHHOW Nanke HeT NPUBaTHbLIX apXMBOB:  BACKUP | Ha TakoW OTKaXeTcs, U yBUAETb 3TO Jiyylle A0

Ha>kaTuA. ﬂ'J'II/IHHbIe nyTn pexxyTca C ro10Bbl — pPa3/InyaeT NX XBOCT.

Knroun. export-keys.cmd cobupaet kntoum mawnHbl B | Tunnel\Export , import-keys.cmd
packnagblBaeT Ux No TPEM MecTam, rae ux ULyT nporpammbl: npodub,  config\rclone |
core.sshCommand 3epkan. Kntouom cumtaetca Gpann ¢ napHbiM | . pub | — Tak nepeHocaTcs Aobbie
nmeHa. MprBaTHbIM KONWAM Cpa3y CBOAATCA NpaBa: KAkY, AOCTYMHbIA KOMY-TO KpOMe BAaAesbLa,
ssh Mosva OTBepraeT, 1 3TO camas YacTas NPUYMHa TOro, YTO Ha HOBOW MaLUMHE «HUYEro He
paboTaeT». [paBa UMHATCA U B UICTOUHMKE: MapLLPYTbl, HAMWCaHHbIE YCTAHOBLLMKOM TyHHenNs,

CCblJ1akOTCA B CK1aA.

MyTtn unHarca camun. Vimnopt nepenuncoiBaeT B | ~\.ssh\config TOJIbKO Te NMyTW, KOTOPbIE HMKYJa He

BEeAyT, U He TporaeT paboune cTpokun. Ha nepeesge nporpammbl 370 cpaboTano Ha NepBOM e



nporoHe: ProxyCommand mnoka3biBan Ha npexHee mecto cloudflared , n 6611 ncnpasneH 6e3

€VHOW NpaBKN pyKaMu.

3Hauok 1 3anyck. Start.exe cobupaercs komnuaaTopom n3 coctaBa Windows
( Engine\Launcher ), pagom nexuT Build-Icon.psl . Kaxabl Kagp 3Hauka pucyeTcs B CBOMX
MUKCensx, a He y>kMuMaeTtca 13 H0NbLIOro: B LUeCTHaALaT! TOUKax Opeo NpeBpaLLaeTcs B rpasb.

CBeueHMe OCTaétcs TONbKO Y KagpoB OT 64 1 BbiLLe.



